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Abstract 

In the last three decades, the concept of computation has changed from centralized (client-

server not web-based) to distributed systems and recently users are coming to the Cloud 

Computing “virtual centralization”. Cloud computing is where data, software applications, 

computer processing power, can be accessed from cloud on line resources.  On the one hand, 

an individual user can access data and applications from any device connected to the internet. 

What is more, data maintenance and the service is provided by the vendor which means the 

customer/client is unaware of where the data is, what processes are running or where the data 

is stored. So, logically, the customer/client has no ability to control over it. The internet is 

fundamental as the communication media of the cloud computing. This poses a substantial 

security concern for cloud computing. Guaranteeing the security of data is difficult as they 

provide numerous services such as Virtualisation, Utility computing, Software as a service 

(SaaS), Platform as a service (PaaS), and Infrastructure as a service (IaaS) Each of these 

services have their own issues of security, the vendor of cloud computing has to provide some 

guarantee in service level agreements (SLA) to convince the client that security issues have 

been considered and measures have been taken to ensure an adequate degree of security. The 

SLA has to illustrate diverse levels of security based on the various services to allow the client 

to understand the policies of the security which are being implemented. This project identifies 

issues related to cloud computing that should be considered by security practitioners. Three 

types of cloud computing issues are examined: integrity, availability, and confidentiality, and 

inspect the techniques that can be employed to counter them. 

 

 

 

 

 

 



3 
 

ACKNOWLEDGEMENTS
 

 

We would like to deeply thank the various people who, during the several months in which 

this lasted, provided us with useful and helpful assistance. I would like to express my deepest 

gratitude to my supervisor, Dr. Maria Kavanagh, and my second supervisor Anil for his an 

excellent support, advice, guidance and time. His support was crucial to my studying until 

completing this project. It was a great pleasure and precious experience working with him 

and all the staff at STRL... 

 

Most important, to my loving husband Abdlulbast for his understanding and taking care of 

everything while I have worked on this thesis ... 

My sons who put up with a string of goes to university, during weekends, and more working 

hours... 

To all of  my family in Libya, my father “Mansour”, mother “Fathemah”, sisters and 

brothers, thank you for your continued support and unwavering belief in me... 

Finally, I would like to say thank you to my government for giving me this opportunity and 

their funding throughout my graduate studies... 



4 
 

Contents 

Cloud Computing Security Issues ....................................................................................................................... 1 

Abstract ............................................................................................................................................................... 1 

1. Introduction .............................................................................................................................................. 10 

1.2.   Motivation and Problem Statement .......................................................................................................... 11 

1.2.1. Research Objectives ................................................................................................................................ 12 

1.4.    Project Questions .................................................................................................................................... 13 

1.5.    Dissertation Outline ................................................................................................................................ 13 

1.5.1. Chapter Organisation: ............................................................................................................................. 13 

1.5.2. Time Chart Dissertation Outline ............................................................................................................. 14 

Chapter 2: Review of cloud computing security issues .................................................................................... 15 

2. Back ground ............................................................................................................................................. 16 

2.1    What is cloud computing? ........................................................................................................................ 16 

2.1    Why is it significant? ............................................................................................................................... 19 

2.3    Cloud Computing Architecture ................................................................................................................ 19 

2.4     Characteristics and Attributes of the cloud ............................................................................................. 21 

2.5     Cloud Computing advantages: ................................................................................................................ 22 

2.6     Critical Areas for cloud computing security ........................................................................................... 23 

2.6.1  Securing data at rest ................................................................................................................................ 24 

2.6.2  Securing data in transit ............................................................................................................................ 24 

2.6.3  Authentication. ........................................................................................................................................ 25 

2.6.4  Separation between customers ................................................................................................................ 25 

2.6.5  Cloud legal and regulatory issues ........................................................................................................... 25 

2.6.6  Incident response ..................................................................................................................................... 26 

2.7     The Major Challenge of cloud computing security................................................................................. 26 

2.7.3  Knowing when to access this information ............................................................................................... 26 

2.7.4  Access level to information ..................................................................................................................... 26 

2.7.5  New attacks ............................................................................................................................................. 26 

2.8    Cloud Computing Security Threat ........................................................................................................... 27 

2.8.1 Spoofing identity: ..................................................................................................................................... 28 

2.8.2 Tampering with data ................................................................................................................................ 28 

2.8.3 Repudiation: ............................................................................................................................................. 28 

2.8.4 Information disclosure ............................................................................................................................. 29 

2.8.5 Denial of service (DoS :).......................................................................................................................... 29 

2.8.6 Elevation of privilege ............................................................................................................................... 29 

2.9    Cloud computing security issues .............................................................................................................. 30 

2.9.1 Availability ............................................................................................................................................... 30 

2.9.2 Confidentiality.......................................................................................................................................... 32 

2.9.3 Integrity .................................................................................................................................................... 33 

2.12  Security Components ............................................................................................................................... 38 

2.12.1 Encryption .............................................................................................................................................. 38 



5 
 

2.12.2 Intrusion Detection/prevention Systems ................................................................................................ 39 

2.12.3 Antivirus ................................................................................................................................................. 39 

2.12.4 Firewall .................................................................................................................................................. 39 

2.13    Security Threat ....................................................................................................................................... 39 

2.15    Authentication and Access ..................................................................................................................... 40 

2.16.   Data Security .......................................................................................................................................... 40 

2.17.  Tempting Target for Cybercrime ............................................................................................................ 41 

2.18.  Benefit to Risk Ratio ............................................................................................................................... 41 

2.19.  Legal Issues IT ........................................................................................................................................ 41 

2.20  NEW Trend .............................................................................................................................................. 42 

Chapter 3: Research Methodology .................................................................................................................... 46 

4.4. Conclusion ............................................................................................................................................. 63 

4.5.  Recommendations for Future Work .......................................................................................................... 64 

References ......................................................................................................................................................... 64 

Appendix 1 ........................................................................................................................................................ 73 

 

 

 

  



6 
 

List of Abbreviations  

ARPANET Advanced Research Projects Agency Network  

2FA Two Factor Authentication 

CIA Confidentiality, Integrity and Availability 

CRSF Cross Site Request Forgery 

DPA Data Protection Act 1998 

HMAC Hash based Message Authentication Code 

HPC High Performance Computing 

HTTP Secure Text Transfer Protocol 

HTTPS Secure Hyper Text Transfer Protocol 

IaaS Infrastructure as a service 

Paas Platform as a service 

SaaS Software as a service 

SHA1 Secure Hash Algorithm 

SSL Secure Socket Layer 

XSS Cross Site Scripting 

SLA service level agreements 

CSA Cloud Security Alliance  

ISACA Information Systems Audit and Control Association  

IDC International Data Corporation  

IT Information Technology 

NIST National Institute of Standards and Technology  

EC2 Elastic Compute Cloud   

 S3 Simple Storage Services 

CIO chief information officer 

PC Personal computer 

IBM  International Business Machines 

HB Hewlett-Packard storage 

USB Universal Serial Bus (USB) 

U.S. United Stat  

TCG Trusted Storage standards 

TLS Transport Layer Security                          

TPM Trusted Platform Module 

VM Virtualisation Machine 

TNC Trusted Network Connect 

DoS Denial of service  

CEO chief executive officer 

HIPAA  Health Insurance Portability and Accountability Act 

PCI Peripheral Component Interconnect 

PVI Private Virtual Infrastructure 

AWS Amazon Web Services 

SSH Secure Shell 

IP IP address (individual IP or block) 

CIDR Classless Inter Domain Routing  

SAS security assessment services 

PIR Private Information Retrieval  

DLP data loss prevention  

  

http://en.wikipedia.org/wiki/Transport_Layer_Security


7 
 

List of Figures  

Figure 1: Layered Cloud Computing Architecture............................................................21 

Figure 2: Advantages of cloud computing.........................................................................23 

Figure 3: Areas for security issues in cloud computing....................................................24 

Figure 4: challenges of cloud............................................................................................27 

Figure 5: Lifecycle of Encrypted Data..............................................................................33                                                                            

Figure 6: cloud computing security Architecture..............................................................36 

Figure 4.1: Experience of cloud computing.......................................................................52 

Figure 4.2: Use of cloud computing...................................................................................53 

Figure 4.3: Biggest difficulties of cloud computing...........................................................54 

Figure 4.4: Reasons behind cloud computing.....................................................................55 

Figure 4.5: Main concerns of cloud computing..................................................................57 

Figure 4.6: Good solution of cloud computing...................................................................58 

Figure 4.7: Security good enough for cloud computing......................................................59 

Figure 4.8: possibility to make cloud available 100%.......................................................59 

Figure 4.9: Is cloud computing security integrity or no? ....................................................60 

Figure 4.10: Cryptographic techniques of cloud computing................................................61 

 

 

 

 

 

 

 

 

 

  



8 
 

List of Tables  

Table 1: domains of cloud computing..................................................................................37 

Table 2:Cloud Computing solutions feature comparison.....................................................42 

Table 4.1: Experience of cloud computing..........................................................................52 

Table 4.2: Use of cloud computing......................................................................................53 

Table 4.3: Biggest difficulties of cloud computing..............................................................54 

Table 4.4: Reasons behind cloud computing........................................................................55 

Table 4.5: Main concerns of cloud computing.....................................................................56 

Table 4.6: Good solution of cloud computing......................................................................57 

Table 4.7: Security good enough for cloud computing........................................................58 

Table 4.8: possibility to make cloud available 100%...........................................................59 

Table 4.9: Is cloud computing security integrity or no? ......................................................60 

Table 4.10: Cryptographic techniques of cloud computing..................................................60 

  



9 
 

Chapter 1: Introduction of Cloud Computing Ssecurity issues 
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C. Give Research Aims and Objectives  

C. List Research Questions 
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1. Introduction  

The notion of Cloud computing is the most popular in IT today. It is already being used via 

tens of millions of users in diverse manifestations, involving services of free email, such as Hot 

Mail, Yahoo Mail, Gmail, etc.; and applications of free office productivity, such as Amazon 

Web, Google Apps; and several subscription-based software as a service (SaaS). The 

expression ‘cloud’ in computing means a ‘remote data centre’. It has a two-part definition 

[102][103][104]. The first is the ability to access the Internet by using a Web browser to 

computing resources that are administered remotely and dynamically allocated and de-

allocated regarding the user requirements. Secondly, is the payment for computing resources 

for the actual use. What is more the internet is fundamental as the communication media of 

cloud computing. This poses a substantial security concern for cloud computing. assurance of 

the security of data is difficult as they provide numerous services such as Virtualisation, Utility 

computing, Software as a service (SaaS), Platform as a service (PaaS), and Infrastructure as a 

service (IaaS) Each of these services have their own issues of security, the vendor of cloud 

computing has to provide some guarantee in service level agreements (SLA) to convince the 

client that security issues have been considered and measures have been taken to ensure an 

adequate degree of security. The SLA has to illustrate diverse levels of security based on the 

various services to allow the client to understand the policies of the security which are being 

implemented. This project identifies issues related to cloud computing that should be 

considered by security practitioners. Three types of cloud computing issues are examined: 

integrity, availability, and confidentiality, and inspect the techniques that can be employed to 

counter them. 
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1.2. Motivation and Problem Statement  

The aim of this project is focused on the security issues in Cloud Computing systems. 

Although the cloud computing concept gains more popularity, the security of cloud 

computing has many unresolved issues related to integrity, availability, and confidentiality 

of data and computing.  

The definition of Cloud computing is “a model for enabling convenient, on-demand network 

access to a shared pool of configurable computing resources (e.g., networks, servers, and 

services) that can be rapidly provided and released with minimal management effort or 

service provider interaction”[4]. Three model Applications of cloud computing as cloud 

service delivery comprise Software as a Service, (SaaS) Infrastructure as a Service (IaaS), 

and Platform as a Service (PaaS) Cloud Security Alliance (CSA) [36].  

In addition, cloud computing frees organizations from the need to buy and maintain their 

own software and hardware infrastructure as proposed by Levitt [5]. According to Erdogmus 

[6] there are two key business drivers in relation to cloud computing: (a) simplification of 

software delivery and (b) economics [7]. Furthermore Leavitt proposes that cloud computing 

offers additional benefits of technical features including easy scalability and high 

availability, in addition to direct access to IT resources, providing faster services [9].  

On the other hand, there is much “buzz” on the cloud computing benefits, there has been 

growing alarm as to whether cloud computing is secure [10]. Hayes raises concerns about 

security, privacy, and reliability [11]. Regarding privacy, there is the probability that cloud 

computing might lead to “commingling of information assets with other cloud customers, 

including competitors” ISACA [12]. Viega predicts that code and data existing in 

environments of cloud computing will become more targets to hackers [68].  
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Related to reliability of cloud, [13] some dispute that few non-cloud IT infrastructures are 

as strong as the cloud computing service. However, organizations are still concerned about 

the availability of recent outages from Google and Amazon.  

Gatewood proposes that cloud computing vendors‟ ideas “might not be fully developed or 

include records management rules-based control” [14]. The Cloud Security Alliance avoids 

the conception of cloud computing as a black box Cloud Security Alliance [36]. The 

recommendation of Information Systems Audit and Control Association (ISACA) is 

organizations need to perform risk assessment and business impact analyses as part of 

governance initiative of cloud computing [12]. As famed by Leavitt organizations are 

currently evaluating both the rewards and risks of cloud computing [7]. Essentially, the 

underlying the direction of this project is onthe statement by Nelson that “it is feasible that 

within the next 5 years, more than 80% of the world’s computing and data storage could 

occur in the Cloud” [91]. Likewise, International Data Corporation (IDC) which estimates 

that the income of worldwide IT cloud services will raise at yearly rate of 26% from $17.4 

billion in 2009 to $44.2 billion in 2013.[92] 

This project will examine these security issues related to integrity, availability, and 

confidentiality of data and computing., and discover practical protocol of cloud computing 

security 

1.2.1. Research Aims and Objectives 

The ultimate aim of this project is to explore a novel technique for cloud computing security 

based on requirements of confidentiality, integrity, and availability. To achieve this goal, the 

following research issues are considered: 

1. Conducting a comprehensive literature review to understand cloud computing security 

issues. 

2. Analysis of cloud computing security issues, which is considered to be the main feature 

to identify the issues as classified into three requirements of security (availability, 

integrity, confidentiality) as reported in selected literature (for more details see chapter 

2). 
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3. Identification and analysis tools, approaches or methods that already exist and are used 

to make cloud computing more secure , available , integrated, and confidential. 

4. Establish a related solution of the above mentioned issues 

5. Develop a protocol for the recommended method 

1.3. Research Questions  

Security issues of cloud computing are defined in this project as the business impact 

considering/ net mission, the possibilities that a particular information systems vulnerability 

and threat source will exploit [93]. This project  contains  research questions as  follow:  

1) What are the major challenges of cloud computing security?   

2) What are the security threats? 

3) What are the security issues that must be considered for cloud? 

4) What are the security techniques to protect data or sensitive information? 

5) What solutions have been done for cloud computing issues that meet the 

requirements CIV (confidentiality, integrity, availability) 

1.4. Dissertation Outline  

The following describes the proposed outline of the author’s Master Dissertation. The actual outline may vary, 

since at the moment, it is not clear how strongly the Dissertation will concentrate on the cloud computing 

security issues and finding good solutions for these issues. 

1.4.1. Chapter outlines:  

Chapter 1: Introduction for Cloud Computing Security 

This chapter gives an overview of the dissertation, including motivation and problem 

statement, research objectives, research question and dissertation outline  

Chapter 2: Overview for Cloud Computing Security  and its Application 

This chapter gives an overview of Cloud Computing Security issues and provides definition, 

structure and some Implication of Cloud Computing Security.   
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Chapter 3: Research Methodology  

This chapter provides design of research methods, and development of research tools.  

 

Chapter 4:  Data Analysis and Discussion of Results 

This chapter presents the data analysis and discussion of results. in addition , this chapter 

includes conclusions and recommendations for future work 

1.4.2. Time Chart Dissertation Outline 

 

 Work Accomplished        

Writing Up   
 

 

 

 

T1:  Overview regarding cloud computing security issue. 

T2:  Full understanding and specially Description about security issues of cloud computing. 

T3:  more investigate about security issues of cloud. 

T4:  Compare between different approaches of cloud computing. 

T5: Developing approaches.  
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T6:  Data collection and Analyse the results. 

Chapter 2: Review of Cloud Computing Security Issues 

Objectives to : 

A. Overview of Cloud Computing Security Issues. 

B. Exemplify Security threats. 

C. Provider Example of  Cloud Security Implication and Other Operations Relating to 

Security. 

 

 

 

 

 

 
 

 

 

 

 

 

 

 



16 
 

2. Background 

 There are diverse types of computing that led to the development of Cloud Computing. Grid 

Computing in the early 1990’s was famous as the peer-to-peer networking; allowing virtual 

computers to structure a network to achieve very large tasks [100]. Subsequent Grid 

Computing, Utility Computing started in 1961.  This idea died after a couple of years was 

then brought back in 1998 by Hewlett Packard. The idea of an “intergalactic computer 

network” was proposed by J.C.R. Licklider, who was responsible for the improvement of 

Advanced Research Projects Agency Network (ARPANET) in 1969. His vision was 

everybody in the world to be interconnected and be able to access data and programs from 

anywhere at any location. 

Utility Computing is known as an on demand service, where customers access their own data 

via the internet or private lines. Some say Utility Computing developed into “Cloud 

Computing”.[101]  The Autonomic Computing is a new term which came before “Cloud 

Computing”. The word “Cloud” of Cloud Computing represents the internet. The Cloud is 

the network joined with the computing infrastructure.  

 

 2.1. What is Cloud Computing? 

Cloud computing is the next stage of development of on-demand information technology 

services, cloud computing based on virtualized resources. It  provides different services which 

are based on different capabilities services such as Software as a service (SaaS), Platform as a 

service (PaaS), Infrastructure as a service (IaaS), Virtualisation, grid and Utility computing. 

The definition of cloud has been discussed by 20 different authors; definitions of cloud 

computing are as follows: 

“Clouds are a large pool of easily usable and accessible virtualized resources (such as hardware, 

development platforms and/or services). These resources can be dynamically reconfigured to 

adjust to a variable load (scale), allowing also for an optimum resource utilization. This pool 

of resources is typically exploited by a pay-per-use model in which guarantees are offered by 

the Infrastructure Provider by means of customized SLA” [14]. 
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According to National Institute of Standards and Technology (NIST), cloud computing is a 

model used for enabling suitable, on-demand network access to a shared pool of configurable 

computing resources (e.g., networks, servers, storage applications, and services) which can be 

quickly provisioned and released through service provider interaction or minimal management 

effort. This cloud model encourages availability and is collected for essential characteristics, 

models deployment, and various service models [15].   

Cloud computing indicates a rising model of computing where data in large machine centres 

can be dynamically provisioned. These are configured and reconfigured to distribute services 

in scalable methods, for wide requests from scientific research to e-mail to video sharing [16]. 

It is usually expressed as a single entity although cloud computing can includes numerous 

components at once: cloud applications, cloud platform, cloud infrastructure and the provision 

of cloud infrastructure as a service, both storage and resource are components such as 

Amazon’s Elastic (EC2) and S3 service [17]. This infrastructure allows clients to construct the 

infrastructure themselves, in addition to containing the rapid expansion of their infrastructure, 

which is based on network requirements. A Cloud platform is the provision of software stack 

or a computer platform as a service, such as salesforce.com or Google’s App engine. A Cloud 

application is web services that run on an upper level over a cloud infrastructure or platform 

which is available to the customers or organization’s users. They can contain applications 

which are more popular such as Google Docs as a set of office applications, and video on 

YouTube’s as hosting applications. 

Providers of Cloud offer different services to individuals, corporations, small or big companies 

and government agencies. Cloud computing is used for clients employing sharing and storing 

of information, and database management. In addition,  deploying Web services can range from 

processing huge databases, for complex scientific problems, and to use cloud to manage and 

offer access to medical records [7]. The incredible processing capacity level of data and 

information which is available in the cloud the petabyte scale allows new approaches to 

analysis data [18]. Clients may use cloud computing to store their documents and e-mail. Large 

groups of scientists and companies can use the huge computing power which is available to 

insert another dimension to their recent IT infrastructure [16]. 
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Cloud computing opens up the opportunity of a main cloud provider such as Google so that 

they could finally become the world’s primary computer [19]. Cloud computing speaks for a 

computing resource and centralization of information - quite opposite to the images that address  

evokes, and several, individuals, companies, and government agencies are already frequent or 

constant users. Already unknowing clients are taking benefit of the cloud throughout Web-

based on-line data storage service and software applications, such as YouTube, Flicker, and 

Google [20]. 

The conception of cloud computing is not only to change the infrastructure of organizations, 

but also how they do business. As federal CIO Vivek Kundra has stated, “......it’s a fundamental 

change to the way our government operates” [16]. Accordingly, the government of federal has 

already started to apply cloud computing in their IT strategies [21]. In addition, the Obama 

Administration has interest in the large –scale use of cloud computing for processing and 

government storage [22] 

This focus going on the electronic provision of information via the Obama Administration 

would take the government closer to the social expectations of several citizens. Now the 

majority government of information is digital, and clients want to access it electronically [23]. 

A 2008 study found 77.4% of users seeking services or government information regularly by 

using Google or any commercial search appliance [24]. Although, providing ever rising 

amounts of communication, government information, and services on-line increases serious 

issues about equality between people with limitation of technological means to contact e-

Government [25]. 

According to Dikaiakos, the vision of 21st century is accessing the services of internet by light 

weight portable devices, instead of accessing it by a traditional Desktop PC. Cloud computing 

as technology has allowed individual users, companies or organisations or any enterprise to 

host their services without worrying about supporting services and IT infrastructure. Cloud 

computing comes from existing technologies which are not new such as Distributed 

Computing, Centralised Computing, Utility Computing. On the other hand what is new is that 

it integrates all the above to move them from a processing unit to virtualisation centre [26], 

[27]. 
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The facilities of cloud computing start at a company by moving Capital to Operational 

Expense[29]. Amazon (EC2,S3),Google App, IBM Blue Cloud, HD Cloud Assure, Microsoft 

Azure, all of these services are available in the market of cloud computing [28]. 

2.1. Why is it significant? 

Cloud computing offers IT organizations with a diverse model of operation; many advantages 

of cloud such as the maturity of networks, web applications, and the increasing interoperability 

to provide IT services of computing systems. Cloud provides particular services and 

applications and this expertise allows them to manage maintenance, backups, disaster recovery, 

upgrades, and failover functions. As a result, customers of cloud services can see the rising of 

reliability, even as costs rise due to economies of scale or other factors. With cloud computing, 

companies can observe current needs and make modifications of capacity to increase or 

decrease, find spikes in demand to avoid paying for unused capacity through slower times. 

Beside the potential of lower costs, universities and colleges gain the flexibility of quick 

response to requests for new services when purchasing them via the cloud. Cloud computing 

encourages and provides IT organizations to increase standardization of processes and 

protocols. So that the many parts of the cloud computing model can be efficient and 

interoperate. Another key benefit of cloud computing is scalability for higher education, 

especially for research projects which require vast amounts of processing capacity and storage 

for a limited time. Some organisations have built data centres close to sources of renewable 

energy, such as hydroelectric facilities and wind farms, cloud computing affords access to these 

providers of “green IT.” Finally, cloud computing allows university and college IT providers 

to make the costs of IT apparent. So IT services consumption can be matched to those who pay 

for such these services [30]. 

 

2.3. Cloud Computing Architecture 

Figure (1) shows the design of a service-oriented layer of Cloud computing architecture. Core 

middleware capabilities with physical Cloud resources form the foundation for delivering IaaS. 

The aims of the user level middleware layer provides PaaS capabilities. The top layer User 

level focuses on application services (SaaS) via making use of services provided through the 

lower layer services. PaaS/SaaS services are provided and developed often by 3rd party service 

providers [34]. 
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2.3.1. User-Level Middleware  

This layer contains Web 2.0 Interfaces (IBM Workplace, Ajax) as software frameworks which 

help developers to create rich, cost effective browser user interfaces on which are based 

applications. Also the layer provides composition tools and programming environments which 

help applications in the creation, deployment, and execution in Clouds. 

 

 
Resource : [98] 

Figure (1) Layered Cloud Computing Architecture  

 

2.3.2 Core Middleware 

 

 The platform level services implemented by this layer provide a runtime environment allowing 

capabilities of cloud computing to application services built by using User-Level Middlewares. 

Core services at this layer consist of Billing, Accounting, Dynamic SLA Management, 

management, Pricing and Execution monitoring. The services operating at this layer are those 

such as Google App Engine, Amazon EC2, and Aneka [31]. 

2.3.3. System Level 
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 The computing power is installed with hundreds to thousands of servers in Cloud computing 

[33].There are huge physical resources (application servers and storage servers) which power 

the centres of data at the System Level layer. These servers are clearly managed via the higher 

level virtualization [32] toolkits and services that allow sharing of their capacity between 

servers virtual instances. These VMs are isolated from another that leads to achieving fault 

tolerant behaviour, and the isolated security context environments is supplied  by a group of 

data centres[35] 

2.4. Characteristics and Attributes of the cloud  

There are various views on the description and number of the cloud’s key Characteristics and 

attributes. There are five characteristics according to NIST which are comparable to Gartner’s 

Five Attributes of Cloud Computing [36]. 

NIST: On-demand self service; Gartner: Service based 

A client can unilaterally provision computing capabilities, such that network storage and server 

time, automatically without entailing human interaction by each service’s provider. 

NIST: service orientation is a specific focus of the Gartner definition, within considerations 

of the significance of service level descriptors and abstraction to a service. 

NIST: Broad network access; Gartner: Uses Internet Technologies 

Capabilities are available over the internet and accessed throughout standard mechanisms 

which encourage use via heterogeneous thick or thin customer platforms (e.g., laptops, PDAs, 

and mobile phones). Standard mechanisms and protocols for interacting with the service. 

NIST: Resource pooling; Gartner: Shared 

The computing resources providers are pooled to serve multiple clients that use a multi-tenant 

model (NIST), with diverse physical and virtual resources which are dynamically assigned and 

reassigned regarding to customer demand. The user is unaware where the exact location of the 

provider but might be able to specify location with a high level of abstraction (e.g., data centre, 

country, or state) and the customer may or may not have managed over where a service runs 

(NIST).  Models of resources contain memory, processing, network bandwidth, storage, and 

virtual machines. 
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NIST: Rapid elasticity; Gartner: Scalable and Elastic 

Capabilities can be elastically provisioned and rapidly and, this is automatically in some cases, 

to rapidly and quickly scale up released to quickly scale down, services must be able to scale 

resource provisioning quickly and automatically  to meet changing needs. To the customer, the 

availabilities of capabilities for provisioning it, appears to be unlimited and can be purchased 

at any time in any quantity.  

 NIST: Measured Service; Gartner: Metered by Use 

Cloud systems optimize resource and automatically control use via leveraging a metering of 

capability at a few levels of suitable abstraction to the kind of service (e.g., bandwidth, 

processing, storage, and active user accounts). Usage of resource can be controlled, monitored, 

and reported providing transparency for both consumer and the provider of the utilized service 

[36].  

2.5. Cloud Computing advantages: 

Several of the advantages of cloud computing has over traditional distrusted programming as 

shown it the figure (2). Many of the advantages that Cloud Computing paradigm has over 

traditional distributed programming paradigms are due to its capability to implement locally, 

close to the system outputs to be processed or near data to be analysed. It is desirable to many 

individuals and companies to use and benefit from the cloud. 

 

Resource: [IDC] 

Figure (2): Advantages of cloud computing  
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It is easy to deal with the increasing demand of resources by allowing the required resources 

from any provider of Cloud service. Equally, for any reduction of demand that leads to a cut 

down on the resource via not letting, is extra from the Cloud service provider. The rental of the 

resources can be put in a best way as “Pay-as-you-go”, i.e. the customers have to pay for the 

service. 

Once the user stops using a service, the payment stops. Portability is another advantage of data 

with Cloud Computing. Also, clients of Cloud Service no longer have to be worried about 

constantly installing updates or repairs as this is taken care of via the Cloud Service provider. 

As the client’s data can be accessed anytime and anywhere throughout the Cloud, the client 

does not have to take other storage devices even as small as a USB drive [37]. So it can be 

summarised the advantages of cloud computing as follows: 

1-  Reduced costs 

2-  Resource sharing is more efficient 

3-  Management moves to cloud provider 

4-  Consumption based cost 

5-  Faster time to roll out new services 

6-  Dynamic resource availability for crunch periods 

 2.6. Critical Areas for cloud computing security 

The Cloud Security Alliance (CSA) [36] has developed a seventy six page security guide 

(Security Guidance for Critical Areas of Focus in Cloud Computing V2.1) which identifies 

several areas for issues in cloud computing [38]. Cloud environment is a new model that cannot 

be well protected via traditional security approaches. From this comprehensive document, there 

are six specific areas that are selected from the cloud computing environment where software 

implementing TCG specifications and equipment can provide substantial security 

improvements [39]. Figure (4) illustrates the relationship between these areas in the cloud. 
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Figure (3): Areas for security issues in cloud computing  

 

(1) Data at rest,                                  (2) Data in transit, 

(3) Authentication,                           (4) Separation between customers,  

(5) Cloud legal and regulatory issues and (6) Incident response. 

 

2.6.1. Securing Data at Rest 

Cryptographic encryption is the greatest practice and in several U.S. states and other countries 

worldwide, it is the law of securing data at the cloud provider. Fortunately, manufacturers of 

hard drives are shipping self encrypting drives which implement the TCG’s Trusted Storage 

standards [26]. Drives of Self-encrypting constructed encryption hardware into the drive, 

providing automated encryption with lower cost or performance impact. Software encryption 

can be used as well, but it is less secure and slower because the key of encryption can be copied 

off the machine with no detection. 

2.6.2. Securing Data in Transit 

Encryption techniques must be used in transit for data. Furthermore, authentication and 

integrity protection guarantee that data goes where the client wants it to go and without being 

modified in transit. It must use protocols such as SSL/TLS here. The difficult part is strong 

authentication, as illustrated next. 
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2.6.3. Authentication. 

Authentication of User is the primary basis of access control, keeping the attack outside while 

allowing authorized users in with  a minimum of fuss. Access control and authentication in the 

cloud environment are more important than another because cloud and all its data are accessible 

to everyone over the Internet. The TPM can provide powerful authentication rather than 

username and passwords. TCG’s IF-MAP standard allows real-time communication among the 

cloud provider and the client about authorized users and another security issues. When a 

customer is reassigned or fired, the user’s identity management system can inform the cloud 

provider in real-time. So the user’s cloud access can be revoked or modified in seconds. When 

the fired user tries to login into the cloud, they can be immediately disconnected. The Trust of 

Computing allows authentication of customer PCs and another devices, that is critical to 

ensuring security of cloud computing. 

2.6.4. Separation Between Customers 

One of the clearer cloud issues is separation among a cloud provider’s users (who might be 

competing companies or hackers) to avoid unintentional or intentional access to the sensitive 

information. Usually a cloud provider would use a hypervisor and virtual machines (VMs) to 

separate clients. TCG technologies can provide important security developments for a virtual 

network and VM separation. In addition, the TPM can provide hardware that base VM integrity 

and verification of a hypervisor. The TNC standards and architecture can provide security and 

powerful network separation [40]. 

2.6.5. Cloud Legal and Regulatory Issues 

To verify that  a cloud provider has powerful practices and policies that address regulatory and 

legal issues, each user must have their own experiences of regulatory and legal issues to 

examine cloud provider practices and policies to make sure of their adequacy. The issues to be 

included are data security, compliance, export, data retention, auditing, legal discovery, and 

destruction. For data deletion and retention, The TPM access techniques and trusted Storage 

can play a key role of limiting access to data. 
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2.6.6. Incident response 

As part of expecting the unexpected, clients need to plan for the probability of cloud provider 

user misbehaviour or security breaches. An automated notification or automated response is 

the best solution. TCG’s IF-MAP (Metadata Access Protocol) specification allows the 

integration of diverse security systems and provides notification in real-time for incidents and 

user misbehaviour [40]. 

2.7. The Major Challenge of Cloud Computing Security 

Moving security software from original operating system into an isolated virtual machine offers 

diversity challenges of difficult research. The most important high level challenges of cloud 

computing security are shown below [42]: 

2.7.1. Performance systems: are concerns for the real-world.  Typically, the security is only 

useful if the impact of performance is acceptable to the administrators and users that will be 

working with the systems result. The potential resulting from pursuing this new architecture of 

security software will be far outside of the challenges which are described above. By protecting 

critical security of software, trust can be restored by building blocks for securing both desktop 

systems and servers.  

2.7.2. Accessing the information: In a traditional background, the security software might 

access all of this information by using the interfaces which is provided by the operating system. 

In new settings, these interfaces do not exist. So it must build both the mechanism and the 

interface to access for each piece of information which is needed [41]. 

2.7.3. Knowing when to access this information: it is as critical as being able to access it. 

When operating inside the monitored operating system the tools of security can easily place 

execution hooks during the system to collect notification of significant events such as file 

creation or new process execution. In new settings, there is no way which has been established 

to perform active monitoring among virtual machines. 

2.7.4. Access level to information: that will be at low-level, so the need is to link the semantic 

gap to remove useful information from low level bytes.  

2.7.5. New attacks: new kind of attacks is a concern through new architecture. For instance, 

data which is generated within the entrusted virtual machine that leads to introduce the 
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opportunity of a data driven buffer to overflow attacks against the security tools. This needs 

more understanding of security tradeoffs associated with new architecture [41][42] 

 

 

Resource: [42] 

Figure (4): challenges of cloud  

2.8. Cloud Computing Security Threat 

A diversity of sinister sounding security hazards can occur in cloud computing based 

distributed systems. For example, the cloud computing literature warns of brainwashing, 

hijacking, subversion, and implanting. To make sense of the diverse threats of cloud computing 

security, it is useful to apply some broad classifications. Six threat categories can be identified 

according to STRIDE [43]: 

• Spoofing identity 

• Tampering with data 

• Repudiation 

• Information disclosure 

• Denial of service 

• Elevation of privileg 
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2.8.1. Spoofing identity: Is illegally accessing via using another user's authentication 

information, such as username and password. In the case of spoofing identity attacking there 

are generally three forms that an attack can take: 

      • Authentication 

      • Protect secrets 

      • Do not store secrets 

2.8.2. Tampering with data: That contains the malicious modification of data. Cases include 

unauthorized changes made to continual data, such as held in a database, the alteration of data 

as it flows over an open network between two computers, and Internet. Attacks by Tampering 

with data typically take one of five forms:  

      • Authorization 

      • Hashes 

      • Message authentication codes 

      • Digital signatures 

      • Tamper-resistant protocols 

 

2.8.3. Repudiation: Repudiation threats are connected with users who reject performing an 

action with no other parties having any way to prove otherwise. For instance, a client performs 

an illegal operation in a system that lacks the ability to trace the prohibited operations. Non 

repudiation indicates to the ability to counter repudiation threats of a system. For example, a 

client who purchases an item might have to sign this item upon receipt, this make the vendor 

able to use the signed receipt as evidence which the client did receive the package. An attack 

by Repudiation will generally take one of three forms: 

  • Digital signatures 

• Timestamps 

• Audit trails 
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2.8.4. Information disclosure:  It contains the disclosure of information to people who are not 

expected to have access to it. For instance, the ability of an impostor to read data in transit 

among two computers, or the ability of clients to read a file to which they were not given 

permission or granted access.  In the case of Information disclosure attacking there are 

generally four forms that an attack can take: 

• Authorization 

• Privacy-enhanced protocols 

• Encryption 

• Protect secrets 

2.8.5 Denial of service (DoS :) attacks reject service to valid clients such that, making a Web 

server temporarily unusable or unavailable. That has to protect against certain types of denial 

of service threats simply to improve system reliability and availability.  Attacks by denial of 

service typically take one of five forms:   

 • Authentication 

• Authorization 

• Filtering 

• Throttling 

• Quality of service 

2.8.6 Elevation of privilege: In this category elevation of privilege threats contain many 

situations in which an attacker become piece of the trusted system itself and has effectively 

penetrated the entire system, it is a dangerous situation indeed. An attack by Elevation of 

privilege will generally take one of three forms: 

• Digital signatures 

• Timestamps 

• Audit trails 



30 
 

2.9 Cloud computing security issues 

What are the security issues that are preventing companies from taking benefit of the cloud? 

Several studies, for example IDC’s 2008 Cloud Services User Survey [43] of IT management, 

mention security as one of many challenge of cloud users.  

This section contains three security issues. The Cloud Security Alliance’s initial report [45] 

includes a different type of taxonomy based on 15 diverse security domains .The main three 

concerns of the security are:  

• Availability  

• Confidentiality 

•  Integrity 

2.9.1. Availability 

Availability refers to ensuring the information processing resources, unavailability may occur 

as a result of malicious action. A key importing point of cloud computing is for the client to 

have 100% uninterrupted availability. For large vendors, maintaining 24/7 up time is essential 

to their business, as consumers need this amount to enhance their missions significant efforts. 

However, outages of companies probably occur, and can be costly for the customer [82].  

In a recent research of California University, Berkley followed the availability of several 

vendors of cloud and recorded about four major outages throughout the first four months in 

2008. The reasons of these outages are due to overloads on the systems that leads the system 

to fail. In fact the issue in these cases refers to the vendor of cloud being a single provider, thus 

a single failure leads the company to failure [46], and the customers of cloud were unconcerned 

or unaware that the vendor had no back-up or redundancy mechanisms in place. During a period 

no more than 60 days, Apple Mobile Me, Amazon S3, Citrix, and Google Gmail, all reported 

periods or outages of unavailability between 2 to 14 h; in March 2009, and about 22 h were 

losing of Microsoft Windows Azure [47]. The estimated value of market $100 billion by 2011 

[48], the outage cost of these companies can reach millions of dollars, without mention of 

another costs which are caused by lacking  confidence via these organizations associates and 

own customers. 
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 Natural disasters and unexpected events can affect the services of cloud and cause it to be 

become unavailable. For instance, in June 2009, one lightning strike on data centres of 

Amazon.com EC2 caused the loss of the service of cloud about 4 h. This was the third time in 

the last 2 years, and was a wide-spread outage [49]. On the other hand the vendor of cloud 

should be able to compute the demand from its services, in fact, this calculation based on the 

Request or its customers' services. This incorrect science has the potential of error which can 

lead to over capacity of cloud.  Once the capacity of cloud reaches greater than 80%, cloud 

servers and local computers will “thrash” via constantly exchanging data among disks and 

computer memory. This leads computers to become unresponsive. If the design of the cloud is 

lacking enough slack resources to control a situation where over capacity happens, the whole 

cloud can fail [50]. The control to reduce this risk “is that when clouds reach their capacity 

limit, they could be architected so that applications can request no more computing capacity. 

They could gracefully degrade each application’s usage, which could prohibit the application 

from working, but allow the cloud itself to remain functional”. [82], [105].  

Any outage based throughout overcapacity will have costs (both reputation and financial) to 

the client. For assessing bids of cloud services, the specialists federal procurement would need 

a deep understanding of the impacts and risks of even a minute's outage and what would be an 

acceptable range of downtime on a site-wide basis before a contract be awarded. Another risk 

of availability is how the priority of customers on the cloud is determined should the entry of 

overcapacity be reached. If the capacity starts to approach the 80% threshold and confronting 

some performance or services is necessary, the vendor will be protecting their own services 

and pass the poverty service to their clients. This risk refers to the need of the client to 

understand the cloud capacity and how their account will be managed. It is not easy, as a 

capacity of cloud's reserve is not clear, and data are not public by major cloud providers for 

competitive reasons. One pointer may be the usage of electrics via a vendor which t is one 

indication of the amount of technology used in their cloud. [51]. Variability in performance 

plays a risk to the users of cloud, as they will request a service which is predictable and reliable 

which will meet their service level requirements.  
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As cloud computing becomes major, corporations and popular and management entities 

become clients, that will naturally lead to the services becoming goals of malicious attacks via 

hackers. Cloud vendors will need to understand the issues which are presented by those.  The 

vendors who can gather a number of complicated services to rejection attacks [52]; this risk 

was comprehended currently via Twitter and Face book [53]. Dependence on these outsourced 

vendors could have resulted in a major disconnection of communication inside, across, and 

with federal agencies. So the impact of this outage of federal users until now is not assessed. 

Another regard is the availability of the cloud vendor itself. If the vendor is subsumed via 

another vendor or goes out of business, the availability, safety, and custody of the data it had 

stored might be in question. In 2008, The Linkup of the cloud vendor rudely ceased operations 

with notice to its 20,000 clients. According to CEO Steve Iverson, “at least 55% of the data 

was safe [54].  

2.9.2 Confidentiality 

The main aim is to preserve the confidentiality of the database on the cloud. When 

confidentiality is achieved the entire cell is protected. The definition of a cell’s confidentiality 

is to maintain when no user that does not have access to the cell is able to decrypt it. 

Also it can be defined as the scope of a key is the number of cells in the database that the key 

can decrypt. A user may receive multiple keys to decrypt all her cells. Then her scope is the 

sum of all her keys [55]. 

Confidentiality refers to ensuring that information is not disclosed to unauthorized persons. 

Typically, the handle of confidentiality is through the usage of technologies such as access 

Control and Encryption.  It still can be encrypted, but what happens for a large data set? This 

data has to be assembled or sent in the Cloud. Thus the data must be decrypted, complete the 

operations required, and then re-encrypt the data and resend to the Cloud.   Any data left 

unencrypted at any stage in the transfer process or in the storage discloses it to unauthorized 

discovery. Unauthorized disclosure is the reverse of any compliance requirements or good 

security, such as HIPAA or PCI. 
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Resource [36] 

Figure (5): Lifecycle of Encrypted Data  

Security indicates confidentiality, integrity and availability, which create major issues of cloud 

vendors. Confidentiality indicates to who stores the encryption keys data from company A, to 

company B which stored in an encrypted format, that must be kept secure from unauthorized 

persons of B; therefore, the customer company must own the encryption keys.  

John Krautheim researcher from the University of Maryland [57], also mentions the security 

and confidentiality issue about Cloud Computing. Krautheim designed the Infrastructure of 

Private Virtual of cloud security. So users require security over their information, and providers 

need more security of their own server over the fabric. The level of agreement among the client 

and provider is very important, because both of them are providing the responsibilities of each 

party. To observe the security of these parties Krautheim created LoBots.[56] This server 

provides a continual observing  of the cloud communicates and environment to the PVI factory 

that allowed  them to be aware of special situations. (PVI) through this service Krautheim 

wished to increase security while lowering the cost of ownership of IT infrastructure.  

 

2.9.3. Integrity 

Integrity of the cloud infrastructure is ensured through the use of Trusted Computing. In 

addition, we advocate the seamless extension of control from the enterprise into the cloud 
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through the powerful combination of high-assurance remote server integrity, and cryptographic 

protocols supporting computation on cipher text. With this approach, content is protected in a 

manner consistent with policies, whether in the enterprise or the cloud. Yet, because the 

protection mechanisms support computation, it is possible for all cloud participants to mutually 

benefit from the cloud data in a controlled manner. Hence, there is business intelligence 

advantages derived from operating in the cloud that simply don’t exist otherwise. The ability 

to get smarter through use of the cloud is the key differentiator that will sufficiently alleviate 

privacy fears to ensure widespread adoption [105]. 

Integrity refers to all data received and should only be sent or modified by “legitimate” senders, 

it contains a number of fields that are critical to avoidance or mitigating the risks which affect 

the accuracy of information managed. Data quality, data validity, and security, speak to the 

system's operations; integrity is difficult to assess the validity of second generation of data. The 

processes and decisions involved in deciding which vendor to use and how the system is 

managed are equally relevant. It also addresses cost and schedule management, as well as 

performance and program efficacy. All of these are always a challenge for contract 

management processes and federal acquisitions. 

Any information housed via a cloud infrastructure must maintain its accuracy, its integrity with 

the context to be of value to the client. The provider of cloud must ensure that all protections 

are taken to guarantee that data in the cloud storage has not been changed or corrupted; this 

will be not a safe assumption without a defined SLA. Recently, a provider of cell phone which 

stored data of customers (such as, contact lists, personal text messages, etc.) the provided cloud 

in a Microsoft subsidiary became unavailable when the provider missing that data. Clients wait 

days to be informed of that risk, with no guarantee that data might be restored. 

 

 

 Although, there is the level of data integrity, the timeline to restore, and the extent of data 

recovery [58] and the question of responsibility and liability appears. If the problem occurs, 

who would be responsible or liable for the problem, remediation and ensuing results? Could 

responsibility be determined based on the infrastructure? Without detailed knowledge of SLAs, 

these issues will not be easy for both government and the vendor to resolve. Due to a lack of 
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law of challenging case and federal policy, who owns information once it is remanded to a 

cloud's care is not apparent.  

For instance, if a federal or soldier employee posts to a federal blog housed in a cloud, the 

terms of service among the cloud and the agency would decide who owns and controls their 

information. If the user is unaware of those terms and that information is breach, who would 

suppose that liability? This shows interesting implications of the double edged of sword that is 

the balance among free expression, verifiability, information accuracy, and accountability. All 

of these lead to threat of government although outsourcing such as IT technology. When 

outsourcing happens, it will become very important that the contract language reflect the needs 

and requirements of this language and is focused on the agreement of service level which 

include details measurements of performance and standards [59]. To provide assurance on the 

privacy and security for both services and data must integrate the requirements of the 

government's risk management plan. 

2.10. Multiple Levels of Security 

 2.10.1. Host Operating System: Administrators with a business have to access the 

management plan that requires the use of multi factor authentication to obtain access to purpose 

constructed administration hosts. These administrative hosts are systems which are specifically 

designed, built, hardened and configured, to protect cloud management plan of all that are 

audited and whose access is logged. When the user no longer has a business need to access his 

management plan, the access to the hosts, privileges and relevant systems are removed.  

2.10.2. Guest Operating System: Virtual instances are fully controlled via the client. 

Customers have administrative control or complete root access over services, accounts, and 

applications.  Amazon AWS is unable to go to the guest and does not have access rights to 

client instances. AWS proposes a basic set of security measures which include: clients should 

disable password which gives basic  access to their hosts, and use some form of multifactor 

authentication to win access to their instances (or at a least certificate based SSH Version 2 

access). In addition, clients should utilize a privilege escalation method by logging on a per 

customer basis. For instance, if the guest operating system is Linux, after freezing their request, 

they must employ certificate based SSHv2 to contact the virtual instance and disable remote 

root login, use both ‘sudo’ for privilege escalation and command line logging. In order users 
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should create their own key pairs to assurance that they are exclusive, and not shared with AWS 

or with other customers. [99] 

2.10.3. Firewall: Amazon EC2 offers full Firewall solution; this necessary inbound firewall is 

configured in a default reject mode, clients of Amazon EC2 must clearly open all ports which 

required allowing inbound traffic. The traffic might be restricted via all of service port, 

protocol, and via source IP address (Classless Inter Domain Routing (CIDR) or individual IP 

block). The firewall can be construed in groups permitting diverse classes of cases to have 

different rules. For instance, in the traditional case there are three level web applications. The 

application servers group would have port 8000 only accessible into the web server group. The 

web servers group would have port 443 (HTTPS) and/or port 80 (HTTP) open to the Internet. 

The database servers group would have port 3306 (MySQL) only open into the group of 

application server. All of these groups would allow administrative access on port 22 (SSH), 

except only from the client’s corporate network. High level secure applications can be deployed 

by using this expressive [99]. 

2.11. Security Implications 

According to Sloan, he has exposed the complicated technologies of cloud computing in which 

he discusses the challenges posed of security of cloud computing. According to him, security 

components might be added to the security Layer and be delivered as security as a service.  To 

make sure CIA (Confidentiality, Integrity and Availability) of the information, the service 

provider should test stringent access controls, encryption schema, and scheduled data backups 

[1]. The architecture of security of cloud computing is shown below in figure (6). 
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Figure (6): cloud computing security Architecture   

There are various clouds available in the markets that are lead enterprises to start using diverse 

clouds for diverse operations. Finally there will be a situation where the cloud integration 

services that require a different approach of security implication [2].Organisation need to 

confirm where the assurance comes from [3].  

Although the basic components of security have been identified the requirement of security 

varies with respect to the business needs and domain. Cloud Security Alliance has identified 

15 domains of cloud computing as shown above in the table (1). 

Domain 1:  Cloud Computing Architecture framework 
Domain 2: Governance and Enterprise Risk Management 
Domain 3:  Legal 
Domain 4:  Electronic Discovery 
Domain 5:  Compliance and Audit 
Domain6:  Information life cycle Management  
Domain 7: Portability and Interoperability 
Domain 8: Traditional Security, Business Continuality and Disaster Recovery 
Domain 9:  Data centre Operation 
Domain 10:  Incident Response, Notification and Remediation 
Domain 11: Application Security 
Domain 12: Encryption and Key Management  
Domain 13:  Identity and Access Management 
Domain 14: Storage  
Domain 15: Virtualization 

 

Resource [36] 

Table (1): domains of cloud computing  
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While many people have touted virtualization as the solution to today’s computer security 

problem, closer inspection reveals that it is not quite that easy. In fact, when designed or 

deployed poorly, virtualization can negatively impact security. This is because using 

virtualization means adding more software to your computer, which means more opportunities 

for vulnerabilities. Furthermore, as data centres consolidate their servers, it is possible to now 

have multiple systems separated by software instead of an air gap. The end result could be quite 

damaging to security. 

Fortunately, the picture is not all bad. When designed and deployed properly, virtualization can 

be very useful for security and, a related topic, overall system management. Getting it right is 

not always trivial. As part of this project, we consider what it means to get it right, and suggest 

some strategies for getting the most security benefit from a virtualization platform. The key 

goal here is to ensure sufficient isolation between virtual machines to prevent malware from 

crossing this boundary. Since the area of cloud security is vast and lacking to standards clearly 

defined, cloud security needs to understand the dangers and compare them with benefits [61]. 

For instance, the database service which is provided by Amazon S3 is lacking flexible 

authorisation granular security [60]   . 

2.12. Security Components 

2.12.1. Encryption 

To ensure the information privacy hosted in cloud, this information might be encrypted which 

can be decrypted at client level via key. This is reliable if the data can be quickly decrypted at 

the level of client, this require high processing power. The multi-core processors will lead to 

provide integration of information [63].Researchers of IBM have cracked a problem of 

homomorphism encryption that has led to enhanced cloud computing via enabling providers to 

analyse data without compromising them [62]. In reality, even the service providers are unable 

to distribute high levels of security.  For example, both HTTPS and HTTP can be used via 

Google services. Although via default service using HTTPS that is SSL encrypted, it can 

sometimes go back to HTTP which is unencrypted. This leads attackers to observe traffic of 

network and capture the credentials of a specific user.  Whilst Google is not allowed to use 

https by default, but the setting of cloud may be changed to use https [64]. 
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 2.12.2. Intrusion Detection/prevention Systems 

Providing security of cloud computing requires more than authentication using confidentiality 

and passwords throughout data transmission Vieira and Schulter suggested a solution of 

intrusion detection in cloud computing[65]. The solution includes two kinds of analysis which 

was knowledge analysis and behavioural analysis.  In knowledge analysis security policy attack 

and violations patterns were analysed to prevent or detect intrusion. In behavioural analysis, 

the data taking out techniques were used to a server deviation of behaviour or recognize 

expected behavioural. 

2.12.3. Antivirus 

 Antivirus scanning is one of many types of security components, it can be done to reduce the 

hazard of malicious activities on cloud computing. It is an expensive operation, but which has 

the benefit of many advantages. Furthermore, the power of cloud computing is more than anti-

virus techniques which can be employed and lead to be more efficient. The challenge at this 

point is linking the gap amongst virus signature release and the threat release [66]. Though the 

operation of antivirus scanning is expensive, it should be repeated by the release of new virus 

signatures. 

2.12.4. Firewall 

Firewall might be implemented as a virtual machine image which running in hardware level 

“out of band” or in its own processing partition, firewall management channels [67].  

 2.13 Security Threat 

The communication among consumers and cloud services can be secured by using SSL.  

Usually users ignore the warning which can be occurring via attackers. Google has illustrated 

such sort of exploitation in cloud base services. Other than that, a fault of indexing system 

design in Zoho has caused security vulnerability where one client can read other client’s 

documents. Also there are another CSRF and XSS attacks which were successful to make cloud 

vulnerable to attack [44]. 
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In SaaS model of cloud computing, the developer should suppose that intruders have complete 

access to the client. Anyone can buy the software from cloud which lack source codes, they 

can be access to binaries via exploiting the vulnerabilities. So there should be a verification 

method to verify a client needs earlier than execution [68]. 

2.15. Authentication and Access 

There are diverse authentication mechanisms for various services. The most commonly used 

methods are User Request Token, Open Authd, and open id. Usually Open Authd, and open id 

mechanism are in normal PCs.  Google and Yahoo utilize User Request Token method for 

authentication while Amazon AWS utilizes a custom mechanism which similar to the open 

Auth and open id mechanism, in addition, the program using HMAC-SHA1 algorithm 

[69].2FA (Two Factor Authentication) is another authentication mechanism that needs two 

proof or identities which the user knows (PIN and Password)  (Mobile Phone, Smartcard, 

Hardware Token). While this mechanism is more secure than other sorts of authentication, 

smartcards or handling tokens could potentially be a load to users. In this scenario, smart 

phones or mobile phones can act as a proof only if software makes tokens similar to the 

hardware tokens that are installed on it [68]. 

2.16. Data Security  

The organisation or individual using cloud computing must maintain their data by sponsorship 

even if the providers back up data for the organisation. This will help incessant access to their 

own data even at the great situations such as a disaster at data centres or data providers going 

bankrupt etc [45]. Mowbray has proposed a consumer based privacy manager to eradicate the 

fear of the data loss or leakage privacy of cloud computing.  This project has presented a 

scenario of salesforce.com that can endure a security threat; diverse ways of stealing sales data 

where intruder information can gain knowledge that is based on the unencrypted data. The 

threats involve the set of personal information and getting unsuitable access to the information. 

On this scenario a collection of requirements was derived that contain sensitive data and the 

minimization of personal data which maximised the security protection of data in cloud. The 

general architecture of client based privacy of data manager has been depicted [70].Other than 

that, Wang suggests that the model of public verifiability is compulsory and can be used where 

the third party audits the data with no central user’s time to assure the data security [71]. 



41 
 

2.17. Tempting Target for Cybercrime 

The internet is always a target of attack and malicious activities. The cloud computing proffers 

a target for cybercrime for diverse reasons. To maintain of data integrity, several providers 

want 100% of client’s data to be located in cloud computing that means if it is compromised 

100% of data is available to attackers. That leads providers such as Amazon and Google to 

have existing infrastructures to redirect cyber attacks, but this is not the case for all providers. 

The cloud architecture connects with multiple compromise and entities where any of the 

weakest links could cooperation with all another linked entities [1]. The cloud computing 

community is watching services analysis of the cloud activities constantly to prevent and detect 

any newly malicious activities and injected viruses. Active participation of several 

organisations and individuals in this community will aid them to restrain the malicious 

activities which are more effective [8]. 

2.18. Benefit to Risk Ratio 

Viega intrduces  a scenario of a software industry where developers would not have great 

control of IT infrastrucure[68]. In this scenario IaaS would take advantages from the 

communiction among local machine and the cloud is encrypted so that man in the centre cannot 

stop the traffic. This would be a vast cost saving for the business. The attackers of SaaS model 

have less information i.e., the software binaries is quite justified inhaving an unassuming 

application security program. The cost effective for several organisations is to rent someone to 

do cheap testing of security and skip the cost of training developers on cloud computing 

security to review their work and best practices [68].  

2.19. Legal Issues IT 

Industry’s current focus on cloud computing payable to a global recession and the ‘credit 

crunch’. The solution legal issues of cloud computing with regard to sourcing arrangements 

are DPA (Data Protection Act 1998), tasks of database rights and confidentiality. For Example, 

in the technique ofstoring a large volume of data in cloud, the servers could extend across the 

world. It is arguable whether the information agree actually can be given in this unclear 

situation. Correspondingly there are intricacies over confidentiality and database rights  as well 

[77]. 
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It is possible to use cloud computing in the UK with a low risk manner and and a legal 

compliant. This would need modification in the operating model that could corrode the benefits 

of cloud computing only if not considered at early stage and if operational mangement or 

contractual is not accurately adopted, it could be important to raise of operational risk [77]. 

 

Soures: [ 107] 

Table (2):Cloud Computing Solutions Feature Comparison 

2.20. NEW Trend   

The core issue of the cloud is that with the advent, the provider of cloud has some control of 

users’ data. To sort this issue there are many solutions that aim to provide tools which support 

the recent capabilities of the cloud, although limiting cloud provider control of data, also 

enabling users to benefit from cloud data during enhanced business [82]. 
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2.20.1. Information-centric security  

In order to extend control to data of the cloud for any enterprises, that lead to shifting protecting 

data from the outside (applications and system which use the data) to protecting data within. 

This approach of protecting data and information itself called information-centric security [78, 

79,80] differently terminology used. This self-protection needs intelligence to be put into the 

data itself. Data requires being self defending and describing, regardless of its environment. 

Consequence data should be encrypted and packaged with a tradition policy, and after being 

accessed, data has to consult its policy and try to recreate a secure environment by revealing 

itself and using virtualization but only if the environment is verified as dependable (using 

Trusted Computing). Information-centric security is extension of the trend toward stronger, 

finer, and further usable data protection [81].   

2.20.2. High-Assurance Remote Server Attestation  

The lacking of transparency is disappointing to businesses moving their data into the cloud. 

Data owners hope to know how their data is being handled at the cloud, and guarantee their 

data is not being leaked or abused.  Clients should be satisfied with cloud providers by using 

manual auditing procedures such as that of SAS-70. An approach of this problem is based on 

Trusted Computing. Imagine if a trusted monitor installed at a layer of the cloud server can 

monitor the operations of the cloud server. The trusted monitor can provide the data owner, in 

this case that certain access policies have not been ignored. To ensure integrity of the monitor, 

in addition Trusted Computing allows secure bootstrapping of monitor to run beside 

applications and operating system. This monitor can enforce perform monitoring tasks and 

access control policies to produce a “proof of compliance” “statement of compliance” produced 

via the monitor. Then the data owner gets proof of compliance that leads to verifying that the 

cloud server has obeyed the access control policies and correct monitor code is run [81, 82]. 

 

 

 

 

2.20.3. Privacy-Enhanced Business Intelligence  
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A diverse approach to retain control of data is to require the encryption of all cloud data. The 

limit of encryption data use is a problem. Typically indexing and searching the data becomes 

problematic. For instance, when the data stored in clear text can efficiently search a document 

by specifying a keyword. It is unfeasible to do it with traditional encryption schemes. In this 

case cryptography may offer new tools to solve these problems. Cryptographers have currently 

invented multipurpose encryption schemes which allow computation and operation on the 

cipher text. For example, searchable encryption allows the data owner to calculate a capability 

from its secret key (see [87], [82], [86], [85], and [83]). A capability encodes a search enquiry, 

which leads cloud to use this capability to choose which documents match the search enquiry. 

Another basic cryptographic such as Private Information Retrieval (PIR) [84] and 

homomorphic encryption [88] perform computations of encrypted data exclusive of 

decrypting. So these techniques of cryptographic nature might open up new potential ways of 

cloud computing security.  

Although a large amount of research is needed to make cryptographic tools more sufficiently 

practical for cloud, they present a good opportunity for a clear differentiator for cloud since 

these protocols allowed users of cloud to benefit from other data in a controlled manner. In 

particular, encrypted data allows irregularity detection which is important from a business 

intelligence standpoint. For example, a cloud payroll service may provide total data about 

execution time of payroll that allows clients to identify inefficiencies of their own processes 

with the agreement of participants. Furthermore, if the cloud service provider is made powerful 

with some ability to search the encrypted data, the propagation of cloud data that lead to enable 

better insider threat detection (e.g. detecting activities of user outside of the norm),also better 

data loss prevention (DLP) (e.g. throughout detecting strange content).[82].Regarding the 

privacy aspect of cloud computing, it can be applied cryptography to offer tools to other 

security problems of cloud. For example, proofs of irretrievability (e.g., [90], [89]) the storage 

server can illustrate a packed together proof which exactly stores all client’s data.  
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Chapter 3: Research Methodology 
Objectives to: 

 

 

A. Propose and Develop the Design of Research Methods 

B. Provide the Development of Research Tools 

C. Investigate the Possibility of Data Collection and Data Analysis   
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3.1. Introduction 

The aim of this study is to collect enough quantitative information on cloud computing security 

issues to find out a clear information gap between different issues, and about how it is 

developing and people’s opinions of it to provide some understanding in to the state of certain 

aspects of cloud computing security issues. This chapter presents the research objectives for 

the study and describes the methodology employed which can be understood as a set of 

procedures or guidelines in problem solving, development is well arranged and make sure that 

the aim of project is achieved. The following activities have been carried out for this project: 

 Design of project methods  

 Development of project research tools 

 Data Collection  

 Data Analysis and Discussion of Results 

 Conclusions and recommendations for future work 

Dissertation activities will be described in details as following.  

 

3.2. Development of project research tools 

In order to collect data on the cloud computing security, one technique have been used in the 

current project, which is a questionnaire that has been used to fill a clear information gap about 

how it is developed and people’s perspectives of it in different issues to make sure of CIA 

(Confidentiality, Integrity and Availability) of the information, (see Appendix 1). The 

questionnaire is not a statistical analysis of developments, but aims to collect enough 

quantitative information to make comparisons between different issues to provide some 

understanding into the state of certain problems of cloud computing in security.  

The main source shaped the content of the questionnaire used in the present study came from 

reviewing the User’s views on cloud computing security carried out by Curtis+ Cartwright for 



48 
 

the cloud computing for research [98]. This study has been very carefully structured. Topics 

have been selected on the starting point of issues identified as of particular interest to target 

this project. Questions were prepared in consultation with experts in cloud computing for 

research and issues. 

 The high return rate of questionnaires (75 per cent) were immediately analysed to find clear 

information about how it is developed and people’s opinions of cloud computing security in 

different issues to make sure of CIA (Confidentiality, Integrity and Availability) of the 

information.  

3.3. What techniques were reviewed?  

The primary research was used to dispute or confirm results with local trends. There are several 

types of primary research which could be used such as: 

Analysis: include collecting data and organizing it in some manner based on the criteria which 

develop. It is useful to find some pattern or trend.  

Interview: Interview face to face or as a small group question and answer session. It will 

provide a set of information from individuals or a small number of people and this is useful to 

get knowledgeable opinion or an expert on a subject. 

Survey: Survey is a form of questioning that is more inflexible than interviews which include 

large groups of people. It will provide a limited quantity of information from a large group of 

people which is useful to know how the population thinks. 

Observation: involves taking notes about events in the world. This provides the insight about 

specific occurrences or people or locales, which is useful to learn more about an event without 

the viewpoint of an interview. 

Questionnaire: is a form of questioning that is more flexible than interview which is used for 

gathering specific information from people. 

 

3.4. Why they were not used 
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The questionnaires were picked as the main primary research technique of this dissertation, 

Because the primary fact it is the best known of the research instruments used for gathering 

specific information from people to support another preliminary research technique. Secondary 

fact, another technique such as analysis, interview, survey, observation all of these technique 

are not suitable for this research topic, and short time of Master dissertation. For example an 

interview is not easy to find free time with professional people to do an interview and the 

arrangement for many people to do an interview takes a long time, which is not suitable for a 

Master project. Although this is useful to get knowledgeable opinion or an expert on a topic, 

and for observation technique the student is not able to do this because the issues of security of 

cloud computing might occur in Virtualisation Machine or vendor which spread to different 

places in the world, and the student would be unaware of where the data is, what processes are 

running or where the data is stored. To do that requires 24/7 observation from the team, this 

task takes a long time and needs high level experience. One person may not be able to do that, 

also no body know when or where problems may happen in a thesis. In addition, this topic is 

relatively new and few publications exist on cloud computing security issues and do not 

provide enough information to do analysis techniques as primary research. So that is why the 

questionnaire was chosen as primary research to confirm or dispute results with local trends 

and enhance literature review of this topic. 

3.5. Why questionnaire picked as the main primary research technique  

3.5.1. Advantages of Questionnaire 

Questionnaires are the best known of the research tools used for gathering specific information 

from people, and they can be used in conjunction with other techniques such as the literature 

review as preliminary research. Beside there are many advantages to use questionnaire that is 

why questionnaire picked as the main primary research technique. Some advantages of 

questionnaire are below: 

 

 

1- Questionnaire is familiar to the majority people. Practically everyone has had some 

experience and in general does not make people apprehensive. 
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2- Questionnaire is very cost effective when compared to another methodology such as 

face-to-face interviews or samples or observations. This is true for studies including 

different geographic areas and large sample sizes. Questionnaire becomes more cost 

effective for increase of research questions as well. 

3- Questionnaire is easy to analyze. Data entry can be simply done with various computer 

software packages. 

4- Questionnaire reduces bias. There is uniform question and without middle-man bias. 

The researcher's own opinions with no influence the respondent to answer questions in 

a confident manner. There are no visual or verbal evidences to influence the respondent. 

5- Questionnaire is less intrusive than face-to-face or telephone surveys. When a 

respondent receives a questionnaire by mail, it is easy to complete the questionnaire in 

his own time rather than other research methods, the respondent is not interrupted by 

the research tool. 

3.5.2. Disadvantages of Questionnaire 

1- One major disadvantage of questionnaires is the possibility of small response rates, 

which is not good of statistical analysis. That leads to reduce the confidence in the 

results. The rate of response varies widely from one questionnaire to another (10% - 

90%).  

2- Another disadvantage of questionnaires is the inability to explore responses.  

3- Questionnaire does not include any visual cues. The lack of personal contact will lead 

to different effects depending on the sort of information being requested. But a 

questionnaire requesting accurate information that will possibly not be affected via the 

lack of personal contact. A questionnaire probing sensitive attitudes or issues may be 

lead to difficulties. 

 

4- When the questionnaire is completed and returned via mail, it can be assumed that the 

respondent is the same person who completes the questionnaire. In fact this may not be 

the case. But numerous times questionnaires get handed to other peoples for 
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completion. For a diversity of reasons, the respondent may not be the same person who 

answered the questionnaire. It is a confusing error in questionnaires. 

5- Finally, questionnaires are not suited or do not work for a few people because of 

problems of reading skill. People avoid written questionnaires for misuse. 

3.6. Brief discussion on questionnaire design 

For ethical reasons, at the early planning stage it was decided that permission would always be 

obtained in writing from all study participants whose details and responses were recorded, to 

use the data gathered for reporting in this project. The questionnaire of this dissertation used a 

mixture of different methods, which include e-mail and telephone communications or visits 

and was chosen to clarify broad aims of the main study. The task of questionnaire design is not 

an easy matter and underlines the idea about this research. So the main aim of the questionnaire 

of this dissertation is to a) get as many responses as possible b) to be accurate and usable. To 

maximise the rate of response, the questions of this questionnaire designed so that the most 

important items were in the first half of questionnaire; this will ensure getting the most 

significant data from non finishers, because many people do not complete questionnaires. In 

general the questionnaire start with easy questions to encourages respondents to carry on with 

it. The questions ordered from the general to the particular and from factual to abstract 

questions. The questionnaire was sent and received by email that made clear how and when 

responses must be returned and also includes what the study is about, and who is running it. 

 

 

 

 

 

 3.6.1. Why the questions were chosen 

There are different types of questions that can be used in questionnaires. Such as Open Format 

Questions and Close Format Questions, the questions of Open Format Questions that give 

audience or responses an opportunity to express their opinions. Closed format questions include 
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multiple choice answers. These multiple choices could be in even or odd numbers. So the 

questions of this questionnaire were designed as close format questions such as Dichotomous 

questions that offering two answer choices(Yes or No), Multiple choice s type of questions 

offering three or more answer options, and that can easily calculate statistical data and 

percentages. Preliminary analysis can also be performed with ease. Also this type can be asked 

to different groups at different intervals.  In addition the main key of these questions is getting 

the accurate data to support the result of the literature review depends on the questions which 

are asked relevant to objectives and the research question of cloud computing security issues. 

3.6.2. Eliminate those questions on the questionnaire which are not relevant to the 

research question 

The majority of these questions as demonstrated in Appendex1 were relevant to the research 

question and objectives of this dissertation, only two of these questions were not related to the 

research question. the first question: How much experience do you have with Cloud 

computing?, the answer of this question did not relate to the objective and research question of 

cloud computing security issues, the answer just demonstrated the level of experience of cloud 

computing as new term without mention of security and security issues of cloud computing. 

This question should be eliminated on the questionnaire. Also question number four: What are 

your reasons for using Cloud Computing?  The answer of this question just shows which big 

reasons lead people to use cloud computing without any indication of the security of cloud 

computing, although this question may be easy to answer and encourage people to answer 

sequence questions. It was not significant for this project, that is why it must be eliminated on 

the questionnaire. 

 

 

 

3.6.3. Demonstrate how the primary research adds and validates the conclusions from the 

literature review 

The result of primary research adds good evidence and enhances the conclusion of the literature  

review, so both the questionnaire and literature review support each other about which is the 
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best solution for information security on cloud computing by ensuring all of these 

confidentiality, integrity, and availability to improve cloud security. 

 3.7. Data Collection  

Planning and arrangement of visits and contacts to different sites that were involved in this 

study. The purpose is to collect data of interest to specialists and researchers in cloud computing 

security issues .The project chose three approaches to fill the questionnaires, which depended 

on the people and where they are. The first approach was contacted with several members of 

research lab by an e-mail and was conducted with many higher education teachers and their 

ICT class tutors who are interested (filled and sent back again). Each questionnaire was send 

by email in, Libya, Australia and UK. Finally, phone calls were made to clarify some unclear 

questions. 

In addition, the project chose the distribution approach of copies of printed questionnaire was 

conducted with one department in De Montfort University at Software Technology Research 

Laboratory (STRL). It was a to be filled by pen printed copy of questionnaire to avoid 

intimidating the group members as a tool for gathering this type of information.  This approach 

was very useful to get close with the responses and easy to get the data. Telephone approach 

as well has been used in some cases when needed to gather the information or clarify unclear 

questions. 

 

 

 

 

 

3.8. Data Analysis and Discussion of Results  

 In order to understand the security issues on cloud computing, the project focuses on 

understanding the existing views of cloud security on technology usage and information 
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requirements on different aspects of cloud computing by analysis of the questionnaire that was 

laid out in five sections as follows:            

1 Users’ skills for cloud computing: the extent to which users  felt equipped to 

develop and use cloud computing provided will be examined; 

2 Issues facing of cloud computing usage: which provides views of issues that face 

user  practitioners on technology usage and information requirements; 

3 Solution of cloud computing: protocols of developing of cloud computing 

techniques and tools  support will be looked at;   

The goal of the client needs analysis to find out the requirements of the user. In many projects 

with heavy investments in technology and learning materials, the user needs analysis as a well 

identified phase in a project lifecycle and the results of the analysis strongly influence the 

subsequent development of the process. Therefore, this project outlines a number of 

respondents and identifies them by organization type. The questionnaires received 25 responses 

from the 30 questionnaires that have been sent and together they build up a picture of 

development in some key areas of cloud computing security.  

3.9. Conclusions and recommendations for future work 

The analysis of the questionnaire on different aspects of cloud computing  will be  allowed  to 

draw the final conclusion to fill a clear information gap about how it is developing and people’s 

opinions of it in security issues and what is the difference between them. Then the results of 

this study will be allowed for formulation of a number of future works and recommendations 

for main study. 
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Chapter 4: Data Analysis and Discussion of Results for Future 

Work 

Objectives to: 

 

A. Provide the Summary 0f Present Study 

B.              Describe the Experimental Investigation Conducted 

C. Present the Results With the Contributions Made in this Research 

D.  Discuss Directions for Future Work. 
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4.1. Introduction 

This chapter presents the analyses of the study in cloud computing security issues using 

relevant quotations to be applied to the results. This chapter analyses responses on different 

aspects of cloud computing each survey contains many items in different parts (UK, Libya, and 

Australia side).  

4.1. Users’ skills for cloud computing 

 Which will be examined the extent to which users felt equipped to develop and use cloud 

computing provided. 

4.1.1. How much experience do you have with Cloud computing? 

□None  □Minimal             □Moderate     □High 

 

Table 4.1: Experience of cloud computing 

Answer options None Minimal   Moderate High 

Response count 10 8 5 2 

Response percent 40% 32% 20% 8% 

 

 

 
Figure 4.1: Experience of cloud computing 

Respondents had between no experiences to two years experience by using AWS. The majority 

of respondents as shown in the chart had absolutely zero previous experience with Cloud 

computing, the reason for that because cloud computing it is still new term of technology. Some 

of them had low experience might be just reading about the diverse offerings from Amazon or 

another cloud or hear about it or attending one of their events. Only a small number of 

respondents had good experience about cloud computing. STRL are members of the Advanced 

Computing for Software Engineering Department here at De Montfort University, who have 

experience with Cloud computing especially with Amazon Web Services. This was critical to 

getting up as they were familiar with the AWS interface and they know what to expect in terms 

of system performance, behaviour, and even provided software tools to configure improve 

virtual cluster.  

None

Minimal

Moderate

High
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4.1.2. Do you think Cloud computing is beneficial? 

Table 4.2: Use of cloud computing 

Answer options Yes No Other 

Response count 17 2 5 

Response percent 68% 8% 20% 

 

 

Figure 4.2: Use of cloud computing 

 

 

 

The answer of this question is shown in the chart. Several interesting responses found cloud 

computing very useful because cloud has many benefits. In fact the majority of respondents 

decided cloud was very useful if they have experience with cloud or have good background. 

On the other hand some respondents decided cloud was not useful, and some other responses 

choose the last option cloud who had no idea about cloud computing. 

 

4.1.3.What difficulties have you encountered when using the Cloud (for example Google 

documents)? 

□ Cost of using the service        □Accessibility         □Services □Usability   

Table 4.3: Biggest difficulties of cloud computing 

Answer options Cost Accessibility Services Usability    

Response count 2 7 3 12 

Response percent 8% 28% 12% 48% 
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Figure 4.3: Biggest difficulties of cloud computing 

 

The majority of respondents found getting started was a difficulty, though others particularly 

indicated it was easy to get up and running over cloud Amazon. Other barriers mentioned 

involve: cost, compared to accessibility, and services. “The biggest difficulty was possibly 

figuring out how to configure a computer to connect to EC2and to set up access credentials. 

But, it was not in fact that difficult. I found good instructions online after that I found a couple 

of useful extensions on the Firefox browser which made it easy to connect to S3 and EC2 to 

manage and launch instantly. In general, I think that it took about one day”. Only some of 

respondents found it difficult to access this cloud and to use the services which are offered 

from this cloud. The result of the survey as shown in the figure 4.3. 

 

4.2. Issues facing cloud computing usage: 

This provides views of issues that are facing user practitioners on technology usage and 

information requirements; 

 

4.2.1. What are your reasons for using Cloud Computing? 

Table 4.4: Reasons behind cloud computing 

 

Answer options Response count Response percent 

Increasing capacity of computing and business 

performance 

4 16% 

Avoiding capital expenditure in SW, HW, IS, IT  9 36% 

Developing business into the Cloud  3 12% 

Adding redundancy to increase resilience and availability  2 4% 

Scalability and Flexibility of IT resources 6 24% 

others  5 20% 

 

 

 

Cost

Accessibility

Services

Usability
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Figure 4.4: Reasons behind cloud computing 

 

 

Numerous interesting responses were received in answer to this question. The majority of 

responses choose avoiding capital expenditure in software, hardware, and IT to support 

information security via outsourcing services/ infrastructure/platforms. Various responses 

selected Scalability and Flexibility of IT resources, and increasing capacity of computing and 

business, other than deciding on adding redundancy to increase resilience and availability. So 

the answer was different regarding background and motivation to deal with cloud computing. 

 

4.2.2. What are your main concerns for cloud computing? 

Table 4.5: Main concerns of cloud computing 

Answer options Not 

 important 

important very 

important 

Response 

count 

Privacy 0 10 14 24 

Availability of data and/or services  1 8 14 23 

Integrity of data and/or services  1 9 13 23 

Confidentiality of shared data 2 9 12 23 

Loss of control of data and/or services  5 10 10 25 

Inconsistency between regulations  and 

trans national laws 

2 10 10 22 

Repudiation 4 5 11  
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Figure 4.5: Main concerns of cloud computing 

 

The majority of response focused their concerns in Availability of data and/or services and 

privacy. In order the integrity of data and/or services, and confidentiality of shared data as of 

most concern. Other options of answer take different numbers as shown in the Figure 4.5. 

 

4.2.3. Which solution do you believe is the most suitable for ensuring confidentiality, 

integrity and availability of Cloud Computing? 

 

Table 4.6: Good solution of cloud computing 

Answer options Response count Response percent 

Private cloud (owned, managed internally ) 3 12% 

public (owned, managed via an unrelated business) 4 16% 

Federation of clouds provided by various sources (partner, 

private, etc). 

9 36% 

Partner cloud (owned, managed via trusted) 8 32% 

Other 1 4% 

 

  

 

 

Figure 4.6: Good solution of cloud computing 
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Several of the responses considered the federation of clouds provided by various sources 

(partner, private, etc) as a good solution and suitable for a CIA.  In order the partner cloud 

(owned, managed via trusted) as a good solution as well, another answer selected   different 

sectors such as public and private cloud as shown in the Figure 4.6. 

4.3. Solution of cloud computing security issues 

This will be looked at protocols of developing of cloud computing techniques and tools 

support;   

 

4.3.1. Do you think current level of security is good enough for cloud computing? 
 

□No   □Yes                     □other 

Table 4.7: Security good enough for cloud computing 

Answer options No yes other 

Response count 18 5 2 

Response percent 72% 20% 8% 

 

 

 

 
 

Figure 4.7: Security good enough for cloud computing 

The majority of responses decided that the security of cloud computing is not good enough , 

that is mean the security need more improve to make user more satisfy about security to protect 

their sensitive information, some of them thinking the security good , the result of this question 

appear it the Figure 4.7. 
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4.3.2. Do you think it is possible to make cloud available 100% of the time? 

 

 Table 4.8: possibility to make cloud available 100% 

Answer options No Yes Other 

Response count 11 8 6 

Response percent 44% 32% 24% 

 

 

   

 

Figure 4.8: possibility to make cloud available 100% 

In fact the result of this question came as the research expected; the availability of cloud 

computing is impossible to become 100%. Some respondents decided yes cloud computing 

might become available as the Figure 4.8 illustrates this result. 

 

 

4.3.3. Overall, what do you think of the integrity of cloud computing (the ability of the 

Cloud to manage risks that affect the accuracy of information managed)?  

□ Unsatisfactory  □ Satisfactory  □ Excellent 

Table 4.9: Is cloud computing security integrity or no? 

Answer options Response count Response percent 

satisfactory  6 24% 

Unsatisfactory  15 60% 

Excellent 9 36% 

 

 

 
 

Figure 4.9: Is cloud computing security integrity or no? 
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The big number of responses of this question choose the cloud computing security did not have 

integrity, some of them selected yes cloud security does have integrity, others no idea about 

integrity. The Figure 4.9 shows this result. 
 

4.3.4. Which one of these cryptographic techniques could improve the confidentiality of 

cloud computing? 

□ Homomorphic encryption 

□ Private information Retrieval 

□ Other 

 

 

 

Table 4.10: Cryptographic techniques of cloud computing 

Answer options Response count Response percent 

Homomorphic encryption 12 48% 

Private information Retrieval 9 36% 

Other 4 16% 

 

 

 

 
 

Figure 4.10: Cryptographic techniques of cloud computing 

 

The Figure 4.10 shows the result of this question, several of responses thinking one of the most 

cryptographic techniques which could be a good solution of confidentiality of cloud computing 

was homomorphic encryption that could be make confidentiality of cloud good enough. Some 

of them prefer the private information retrieval as good cryptographic techniques improve 

confidentiality of cloud computing security, another response indicated no idea. 

 

 

 

4.4. Conclusion  
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In conclusion of thisdissertation , it is apparent that the cloud computing security itself is in 

evolving stage and the security implications are not complete. Still the leaders  of cloud 

computing security providers such as Google, Amazon,etc are facing many security issues and 

are yet to stabilise. To achieve complete solution for legal issues is still an unsolved  question. 

With this stage of issues in cloud computing security, a decision to adopt cloud security in an 

organisation should be made only based on the benefits to risk ratio.The techniques of SLA 

coprative with cyrpotghres and trusted computing work together will find these as a good 

solution of security issues and will improve the security of cloud computing.   

4.5. Recommendations for Future Work 

The results of this study have led the researcher to formulate a number of future work and 

recommendations for main study. The techniqes of SLA coprative with cyrpotghres and trusted 

computing work together are a good solution of security issues and will improve the security 

of cloud computing. These are: 

1) Working  with tools of Service Level Agreement (SLA) to support security of cloud 

computing , and   

2) Work  Trusted Computing with cyrpotghres will increas integrity and confidentiality  
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Appendix 1 

 

  1- How much experience do you have with Cloud computing? 

□None  □Minimal             □Moderate     □High 

  2- Do you think Cloud computing is beneficial? 

 □Yes   □No  □Other   

   3- What difficulties have you encountered when using the Cloud (for example Google 

documents)? 

□ Cost of using the service             □Accessibility      □Services □Usability    

 

4-What are your reasons for using Cloud Computing? 

□ Increasing capacity of computing and business performance 

□ Avoiding capital expenditure in software, hardware, information security, 

information technology support, by outsourcing services /platforms/ infrastructure. 

□ Developing business into the Cloud 

□ Adding redundancy to increase resilience and availability  

□ Scalability and Flexibility of IT resources 

□ Others (please specify)  

5- What are your main concerns for cloud computing? 

□Privacy 

□Availability of data and/or services  

□ Integrity of data and/or services 

□ Confidentiality of shared data 

□ Loss of control of data and/or services 

□ Lack of liability of providers in case of security incidents 

□ Inconsistency between regulations and trans national laws 

□ Repudiation 

6-Which solution do you believe is most suitable for ensuring confidentiality, integrity and 

availability of Cloud Computing? 
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□ a federation of clouds provided by various sources (partner, private, etc ) 

□ Private cloud (owned, managed internally) 

□ Public (owned, managed via an unrelated business) 

□ Partner cloud (owned, managed via trusted) 

□ other (please specify) 

 

7- Do you think current level of security is good enough for cloud computing? 

□No   □Yes  

  

8- Do you think it is possible to make cloud available 100% of the time? 

□ No  □Yes   

 

9-Overall, what do you think of the integrity of cloud computing (the ability of the Cloud to 

manage risks that affect the accuracy of information managed)?  

 

□ Unsatisfactory  □ Satisfactory  □ Excellent 

 

10- Which one of these cryptographic techniques could improve the confidentiality of cloud 

computing? 

□ Homomorphic encryption 

□ Private information Retrieval 

□ Other 

 

Thank you for taking the time to complete the questionnaire. 
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