Intrusion Detection in IoT Using Traffic-to-Image
Conversion and Lightweight Vision Transformers

Hajer Jamal Alatewish
Faculty of Sciences
University of Tripoli

Tripoli, Libya
h.alatewish@uot.edu.ly

Abstract— The ever-evolving nature of cyber-attacks within
the Internet of Things (IoT) highlights the urgent need for
developing advanced detection methods suitable for the limited
resources of edge environments. Traditional detection methods
face challenges in adapting to the rapidly changing and
expanding landscape of IoT applications. This situation
underscores the necessity for advanced detection methods that
can achieve high detection accuracy while minimizing resource
consumption. To address this issue, this paper proposes a
lightweight framework for intrusion detection that combines the
strengths of lightweight vision transformers with transfer
learning. By incorporating a pre-trained MobileViT model into
the domain of IoT intrusion detection, the proposed framework
utilizes transfer learning to efficiently extract features and
classify data, thereby enhancing detection performance. The
approach involves converting traffic data into images by
segmenting the data into blocks of successive samples and
converting these blocks into grayscale images. Experimental
results demonstrate the proposed framework's superior
performance, achieving a high accuracy of 99.97% and an F1
score of 99.92% in a multi-class classification scenario on the
Edge-IloTset dataset, outperforming existing methods.

Keywords—  Intrusion Detection, Traffic-to-image
transformation, IoT, Lightweight Vision Transformers, TL

I. INTRODUCTION

The Internet of Things (IoT) stands as a cornerstone of the
twenty-first century's technological revolution, profoundly
transforming daily life and industrial operations by seamlessly
connecting everyday devices to the internet. This technology
establishes an expansive network of smart systems across
diverse domains, ranging from smart homes and urban
infrastructures to advanced manufacturing facilities, enabling
unprecedented levels of automation, -efficiency, and
personalization.

With projections estimating growth to 39.6 billion
connected devices by 2033 [1], this expansion has led to
increased adoption of edge computing. Edge computing
addresses challenges such as latency, bandwidth, and privacy
by processing data locally, close to its source. This approach
enables real-time capabilities and improved privacy, making
it particularly beneficial for critical applications in smart
cities, industrial settings, and healthcare systems [2] [3] [4].

Furthermore, this rapid expansion and the heterogeneous
nature of IoT devices create significant security
vulnerabilities, making IoT ecosystems highly vulnerable to
cyber threats. These security risks extend beyond financial
losses to potentially life-threatening scenarios, such as
compromised sensors in autonomous vehicles [5]. As the
adoption of IoT grows, addressing these vulnerabilities is
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crucial to ensure that security risks do not undermine the
benefits of the technology. Intrusion Detection Systems (IDS)
function as an essential security mechanism that monitors
network traffic and device activities to detect unauthorized
access and notify administrators of any suspicious behavior

(61 [7].

Modern IDSs leverage deep learning techniques, which
show significant potential for enhancing anomaly detection.
Deep learning effectively learns complex patterns in IoT
traffic and identifies zero-day attacks, where traditional
methods often struggle [8] [9]. Deploying such systems at the
network edge enables faster decision-making critical for
sensitive applications. However, implementing advanced
deep learning-based IDS on edge devices with limited
resources 1is challenging because of their substantial
computational and memory demands [10].

To address these challenges, an innovative and effective
detection system is needed to overcome these limitations. This
paper leverages the MobileViT architecture and transfer
learning technique to provide a lightweight and robust
intrusion detection system in IoT. MobileViT (Mobile Vision
Transformer), a hybrid model combining convolutional neural
networks and vision transformers, demonstrates high
efficiency while maintaining high detection capabilities in
many computer vision tasks, which makes it suitable for
environments with limited resources [11] [12]. Transfer
learning further addresses computational burdens by enabling
the reuse of pre- trained models, significantly reducing
training cost while improving detection performance [13].
Moreover, transfer learning can utilize existing knowledge
even if the data characteristics of the source and target
domains are significantly different.

The main contributions of this paper can be summarized
as follows:

*  The tabular data is converted into grayscale images
by segmenting the data into overlapped blocks,
enabling a suitable representation to enhance the
learning process.

* A lightweight intrusion detection framework is
proposed for identifying cyberattacks in IoT edge
environments. This framework utilizes an advanced
pretrained Mobile Vision Transformer (MobileViT)
architecture.

» The proposed framework  undergoes a
comprehensive performance evaluation using the
Edge-1loTset dataset. This evaluation examines the
framework's  effectiveness in a multiclass
classification scenario and compares its performance
to a baseline model and other existing methods. The



findings provide valuable insights into the system's
effectiveness in classifying complex attack patterns.

The remainder of this paper is organized as follows.
Section II provides an overview of related research on IoT
intrusion detection. Section III introduces the proposed
framework. Section I'V presents the experimental results and
briefly discusses the findings. Section V concludes the paper
and suggests directions for future research.

II. RELATED WORK

Deep learning has emerged as a powerful paradigm for
advancing intrusion detection in IoT environments. This
section provides an overview of some of the state-of-the-art
approaches that leverage deep learning techniques to enhance
attack detection.

A recent study [14] introduced L2D2, an intrusion
detection system in Internet of Medical Things (IoMT)
environments, utilizing an enhanced version of the LSTM
deep learning algorithm. The model leverages stacked LSTMs
to capture temporal dependencies in sequential traffic data and
is evaluated on the CICIoMT2024 dataset, achieving an
accuracy of 98% across multiple attack categories. Authors in
[15] employed seven deep learning models, including the
Transformer, to analyze network traffic and detect potential
intrusions through binary and multi-class classifications,
utilizing the CIC-10T-2023 dataset. In the binary classification
task, the accuracy of the Transformer model was lower than
that of the DNN and the CNN + LSTM hybrid models.
However, it outperformed these models in multi-class
classification, achieving an accuracy of 99.40%.

In addition, transformed traffic data into visual images by
reshaping the data to create a 2D array, which was then used
as input for several deep learning models, including CNN,
MobileNet, ResNet50, and VGG16, to classify benign and
malicious activities in [16]. The TON IoT dataset was used for
evaluation, and the results showed an accuracy of 99.1%.
Another study [17] proposed a lightweight ensemble transfer
learning model using CNNs to detect common attacks in cloud
IoT environments. They leveraged five pre-trained CNNS,
which are VGG16, VGG19, Inception, MobileNet, and
EfficientNets. They convert the feature vectors to images via
Quantile Transformer for CNN compatibility. The models
were optimized using Bayesian optimization (BO-TPE), with
the top three models combined through model averaging.
Evaluated on CIC-IDS2017 and CSE-CICIDS2018 datasets,
the method achieved an accuracy of 100% and 99.98%.

Moreover, authors in [18] highlighted the feasibility of
transfer learning in environments with limited computational
resources and proposed a transfer learning-based framework
for detecting network intrusion on the Internet of Battlefield
Things (IoBT). The authors trained a one-dimensional CNN
combined with a random forest model using the UNSW-NB15
and CICIDS2017 datasets. The experimental results showed
an attack detection accuracy of 96.80% using 5,000 training
samples. The training time on edge devices was
approximately 67 seconds.

Furthermore, a study [19] proposed a ViT-based network
intrusion detection system that converts raw network flows
into RGB images, enabling the model to capture global spatial
traffic patterns via self-attention. Evaluated on CICIDS2017
and UNSW-NBI5 datasets, the system achieved 96% and
98% accuracy for binary and multiclass classification. On the

other hand, authors in [20] developed an Intrusion Detection
System using tree-based Support Vector Machines (SVM),
ensemble methods, Long Short-Term Memory (LSTM)
networks, and Vision Transformers (ViT), with
hyperparameters optimized through Bayesian optimization.
The models evaluated using the NSL-KDD dataset achieved
99.90% accuracy with the Random Forest and Ensemble
Bagged Tree models. The LSTM model reached an accuracy
of 99.97%, while the ViT model achieved a validation
accuracy of 78.70%.

Another recent study proposed an optimized intrusion
detection system (IDS) for heterogeneous IloT networks using
deep transfer learning (DTL) [21]. The system incorporates
seven pre-trained CNN architectures (Xception, VGGI6,
VGG19, Inception, InceptionResNetV2, EfficientNetB7, and
EfficientNetV2L) with hyperparameters fine-tuned via a
genetic algorithm (GA). The top five models were combined
using a bootstrap aggregation ensemble. Tested on the Edge-
IToTset dataset, the model achieved 100% accuracy in
detecting 14 attack classes. Also, authors in [22] proposed a
hybrid IDS for IoT that combines autoencoders, LSTMs, and
CNN:s to enhance feature extraction and capture both temporal
and spatial characteristics of network traffic. To address class
imbalance and improve the detection of minority attack types,
SMOTE was applied. Evaluated on the CICIoT2023 dataset,
the model achieved 99.15% accuracy and an Fl-score of
99.19%, outperforming several existing IDS approaches
across diverse attack categories.

Moreover, a combined dataset framework for intrusion
detection systems (IDS) using a hybrid PCA-Transformer
model has been proposed in [23]. In this approach, PCA
performs feature extraction and dimensionality reduction,
while the Transformer handles classification. Class imbalance
was addressed with class weights, ADASYN, and ENN, and
enhanced preprocessing was applied to the vertically
concatenated CSE-CIC-IDS2018 and CICIDS2017 datasets.
Experimental evaluation on the combined dataset
demonstrated that the model achieved 99.80% accuracy for
binary classification and 99.28% for multi-class classification.
Differently, an intrusion detection system using a
transformer-based transfer learning approach with BERT for
extracting data insights and SMOTE to balance minority
attacks has been developed by authors in [24]. A hybrid CNN-
LSTM model detects attack types from the extracted deep
features. Tested on UNSW-NB15, CIC-IDS2017, and NSL-
KDD datasets, IDS-INT achieved 99.21% accuracy.

A novel Network Intrusion Detection System designed to
secure loT-enabled Smart Agriculture has been introduced in
[25]. It first converts tabular network traffic data into images.
Then it leverages deep transfer learning by fine-tuning five
CNN models (MobileNet, EfficientNet, Xception, VGG19,
and Inception) pre-trained on the ImageNet dataset.
Furthermore, the Black Kite Algorithm (BKA) was utilized to
optimize the hyperparameters of these models, significantly
enhancing their performance. The top three optimized models
are then combined using a confidence averaging ensemble
strategy to produce the final classification. Evaluated on three
datasets, ToN-IoT, WSN-DS, and Edge-IloTset, the method
achieved an accuracy exceeding 99% on all of them. Also,
authors in [26] proposed a BERT-based model for cyber threat
detection in IoT networks called SecurityBERT. It uses a
Privacy-Preserving Fixed-Length Encoding (PPFLE) and a
Byte-level Byte-Pair Encoder (BBPE) Tokenizer to represent



structured network data. SecurityBERT achieved 98.2%
accuracy using the Edge-IloTset dataset, SecurityBERT
achieved 98.2% accuracy across 14 attack types, with an
average inference time under 0.15 seconds and a model size
of 16.7MB, making it suitable for real-time, resource-limited
IoT devices. A metamorphic malware detection model in IoT
devices has been introduced by [27]. They used six pre-trained
models, including VGG16, InceptionV3, CNN, ResNet50,
MobileNet, and EfficientNetBO, on the Malimg malware
image dataset. The findings of their study indicated that the
EfficientNetBO model outperformed all other machine
learning and deep learning models, achieving an accuracy of
99% and an F1-score of 97%.

Moreover, authors in [28] proposed HiViT-IDS, an
intrusion detection based on Vision Transformer to address
the trade-off found in traditional ML/DL and deep transfer
learning approaches between accuracy and computational
cost. The method converts traffic data into RGB images and
leverages self-attention in ViT for efficient classification.
HiViT-IDS achieved 99.7% and 100% accuracy, using ToN-
IoT and Edge-IloTset datasets, respectively, while reducing
training time compared to state-of-the-art DTL models. Also,
a study [29] proposed sSecure Net, a hybrid CNN-LSTM
intrusion detection framework that combines CNN's spatial
feature extraction with LSTM's temporal learning. The
authors preprocess the data using statistical filtering
techniques to remove noise and outliers. Evaluated on the
comprehensive Edge-IloTset dataset, the model achieved a
high accuracy of 94.99% and 94.50% of F1-score.

III. THE PRPOSED FRAMEWORK

The general research approach for the suggested
framework is presented in this section. It begins by describing
the dataset, followed by an overview of data preprocessing
and data conversion. Finally, the section provides a brief
discussion of the transfer learning strategy. A block
representation of the suggested framework may be seen in
Figure 1.

A. Dataset

This work utilized the modern and comprehensive Edge-
[ToTset dataset. To create the Edge-IloTset dataset, Ferrag et
al. [30] used a specialized [oT/IIoT testbed to simulate a
varied and realistic environment. The testbed had more than
10 different kinds of IoT devices, including sensors for
temperature, humidity, ultrasonic, pH, water level, heart rate,
soil moisture, and flames, in addition to a variety of protocols,
sensors, and cloud/edge setups. 14 different attack types, as
well as normal traffic, are included in the dataset. The
distribution of data categories in the Edge-1loTset dataset is
presented in Figure 2.

B. Dataset Preprocessing

For deep learning models to train and perform at their best,
effective data preparation is crucial. The raw Edge-IloTset
dataset consists of 63 features and 15 classes. In the first stage
of preprocessing, 309530 duplicate rows were eliminated. 16
unnecessary features that did not significantly impact output
predictions were removed in the following step. These
features included metadata such as 'frame.time','ip.dst_host',
'ip.src_host', 'arp.src.proto_ipv4', 'http.file data’,
'arp.dst.proto_ipv4', 'http.request.full_uri',
'http.request.uri.query’, 'mqtt.msg’,

'icmp.transmit_timestamp', 'tcp.payload’, 'tcp.options',

'tcp.sreport’, ‘udp.port', 'tep.dstport', and 'Attack label'. Then,
using dummy encoding, feature columns with object data
types were transformed into numerical values. The final
preprocessed dataset contains 96 columns and 1,909,671
TOWS.

C. Date Conversion

To ensure compatibility with the MobileViT model and
utilize its superior performance on image data, converting the
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Fig. 2. The Distribution of Attack Categories in Edge-IloTset Dataset.

tabular data from the Edge-IloTset dataset into image
representations is essential. In this data conversion procedure,
normalization is the initial stage. The values in the dataset
must be translated to the image pixel values, which range from
0 to 255. We use the Quantile Transformation method [31] to
rescale the network traffic data onto this predefined scale,
ensuring it is suitable for processing with MobileViT.
Following feature scaling, the samples are divided into blocks
according to the dataset's feature size and the timestamps.
There are 95 unique features in the preprocessed Edge-1loTset
dataset. Overlapping data blocks are created using a sliding
window technique with a stride of 1 and a sequence length of
95. 95 consecutive samples, each with 95 features, make up
each block, which is then transformed into a 95x95 grayscale



image. This timestamps x features matrix keeps the temporal
order of each feature throughout the sequence. To assign a
single representative label to each generated image, we
employ the following labeling strategy. Images that contain all
normal samples are referred to be "Normal." If there are any
attack samples in the image, they are labeled with the specific
attack type. The image is labeled according to the most
common attack type in the sequence when there are many
attack types present. Images are rescaled into an input format
that is appropriate for the MobileViT model as the last stage
of the data conversion process. While the generated images
are 95x95 grayscale images, the pre-trained MobileViT model
requires images in the 256x256x3 format. Therefore, we
resize the images to 256x256 and replicate them across RGB
channels. Representative examples of the generated images
are shown in Figure 3.

D. Transfer Learning with MobileViT

A MobileViT is a recent lightweight hybrid vision
transformer that has demonstrated strong performance in
various vision tasks [12]. A typical MobileViT model
comprises several components: standard convolution layers,
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Fig. 3. Distribution of Edge-IloTset Generated Images.

MobileNetV2 blocks, MobileViT blocks, global pooling,
and a fully connected layer. The convolution layers facilitate
automatic feature extraction of local spatial information from
the input images. The MobileViT component utilizes a
standard transformer to divide images into patches, processing
them as sequences and applying self-attention to capture the
global relationships among all patches. The pooling layer
reduces complexity while preserving important information
by leveraging local correlations. In order to produce
predictions for the input images, the fully connected layer
lastly combines all of the retrieved information. While
keeping the number of parameters low, this hybrid
architecture combines the benefits of lightweight
convolutional neural networks (CNNss) with the global context
modeling capabilities of vision transformers (ViTs).

Reusing and adjusting pre-trained weights from one
dataset to another is known as transfer learning (TL), a
machine learning approach that reduces training costs and
potentially enhances detection performance [32], [33]. Deep
learning models are structured as layered architectures that
learn different features at various levels. The initial layers
capture low-level, general features, progressively narrowing
down to high-level, task-specific features as the network
deepens. The final layers, usually fully connected layers,
produce the output [32]. A pre-trained model can be employed
as a feature extractor by freezing its backbone while only

training a new classifier head. It can also be utilized by
unfreezing some or all of the pre-trained layers and fine-tuning
them on the new dataset.

For the core of the proposed framework, MobileViT-xx-
small is selected. The ImageNet dataset was used to pre-train
this architecture, and it has demonstrated encouraging
outcomes for image classification tasks. In this approach, the
entire pre-trained backbone was frozen and employed as a
feature extractor. The backbone's output was fed into a custom
classifier head, incorporating two hidden layers, each
followed by GELU activation, Layer Normalization, Dropout,
and an output layer tailored for 15 classes.

IV. EXPERIMENTS AND PERFORMANCE ANALYSIS

The conducted experiment and performance evaluation of
the proposed framework are presented in this section. The
implementation environment, performance metrics, and the
hyperparameters of the training process are described first.
Following that, the section represents an analysis of the
results and a comparison of the proposed scheme with state-
of-the-art methods.

A. Implementation environment and performance metrics

PyTorch for model development, Pandas for data
manipulation, Scikit-learn for preprocessing and metrics
computations, and MLflow for experiment tracking were used
in the implementation and evaluation of the framework. A
personal workstation equipped with an Intel Core 17 CPU and
16GB of RAM was used for the experiments.

To enable exact comparisons with results from different
models, we use traditional measurements like as accuracy,
precision, recall, Fl-score, and confusion matrices. ~ We
consider the model's size and parameter count while
evaluating its efficacy. These metrics are critical for
comprehensively evaluating the model's performance and
capabilities.

B. Hyperparameters of the Training Process

Using the hyperparameters listed in Table I, the
MobileViT model was trained.

TABLE I. HYPERPARAMETERS OF THE OF MOBILEVIT MODEL

Hyperparameter Value
Learning Rate 0.0001
Epochs 25
Batch Size 32
Optimizer AdamW
Weight decay 0.01
Dropout rate 0.3

C. Performance Analysis

The experimentation and performance analysis were
conducted as follows. We trained the model for 25 epochs
with the selected hyperparameters, selecting the final model
based on the maximum macro Fl-score achieved on the
validation set. Metrics for accuracy, precision, recall, F1-
score, macro average, and the confusion matrix were then
obtained as part of the model's prediction findings. Figure 4



displays the training process' accuracy and loss history. Table
II displays the model's prediction results in summary form.

On the unseen test set, the suggested model had a macro
F1-score of 99.92% and an overall accuracy of 99.97%. The
strong and balanced performance is indicated by the high
macro Fl-score, which effectively classified 14 different
forms of cyberattacks, including the rarest ones like
fingerprinting and MITM. Figure 5's study of the confusion
matrix demonstrates the model's remarkable performance in
spite of the data's imbalance.

Notably, no attack samples were misclassified as normal
traffic, which signifies an extremely low false-negative rate.
We assessed the suggested model's efficacy by contrasting its
results with those of a baseline model (MobileNetV?2) that
used the identical classifier architecture and data format.
MobileNet has been successfully implemented for network
intrusion detection in the existing literature and showed strong
performance with TL. MobileNetV2 also represents a pure
Lightweight CNN that MobileViT hybrid architecture
leverages its capabilities. Table III presents the findings of the
comparison. In comparison to the baseline model, the
proposed model showed highly competitive results.
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Fig. 4. Training Results of MobileViT.
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Fig. 5. Confusion Matrix of the Proposed Approach.

The performance gap between the two models was
minimal across evaluation metrics. Notably, the proposed
model achieved these results while maintaining parameter
efficiency and integrating advanced techniques.

Additionally, a comparison with state-of-the-art models is
carried out and shown in Table IV. The proposed model

obtained 99.97%, 99.93%, 99.92%, and 99.92% of accuracy,
precision, recall, and Fl1-score, respectively. The proposed
model performs better than all other models on every
performance metric, even if these metrics are slightly lower
than those of DTL-IDS [21] and HiViT-IDS [28]. In terms of
efficiency, these models consist of ensembles of multiple
CNNs, LLMs, hybrid CNN-LSTM, and traditional ViT. These
models may introduce complexity and tend to have a larger
parameter count than the proposed model, which is designed
to maintain efficiency with fewer parameters and reduced
complexity. This makes the proposed model more suitable for
real-time detection in edge environments.

TABLE II. PERFORMANCE SCORES OF THE TRAINED MODEL
Class Precision Recall F1-score
Backdoor 1.0 0.9942 0.9971
DDoS HTTP 1.0 1.0 1.0
DDoS ICMP 1.0 1.0 1.0
DDoS TCP 1.0 0.9968 0.9984
DDoS UDP 1.0 1.0 1.0
Fingerprinting 1.0 1.0 1.0
MITM 1.0 1.0 1.0
Normal 1.0 1.0 1.0
Password 0.9968 1.0 0.9984
Port Scanning 1.0 1.0 1.0
Ransomware 1.0 1.0 1.0
SQL Injection 0.9968 1.0 0.9984
Uploading 0.9958 1.0 0.9979
Vulnerability Scanner 1.0 0.9968 0.9984
XXS 1.0 1.0 1.0
Macro Average 0.9993 0.9992 0.9992
Accuracy 0.9997 (99.97%)

TABLE III. COMPARISON OF THE PROPOSED MODEL PERFORMANCE
AGAINST THE BASELINE MODEL

Model Accuracy| Fl-score Model No. Total
(%) (%) Size Parameters
MobileNetv2| 99.99 | 9994 | 1011 MB | .20
Million
Proposed ~1
Model 99.97 99.92 4.24 MB Million

TABLE IV. PERFORMANCE EVALUATION OF MAINSTREAM MODELS AND
THE PROPOSED MODEL ON THE EDGE_IIOTSET DATASET

Accuracy|Precision| Recall | F1-score
(%) ) ) )
DTL-IDS [21] 100 100 100 100

CBCTL-IDS [25] 99.90 99.88 ] 99.90 [ 99.89

SecurityBERT [26] 98.20 87.0 84.0 84.0

HiViT-IDS [28] 100 100 100 100
sSecure Net [29] 94.99 96.21 94.95 94.50
Proposed Model 99.97 99.93 | 99.92 | 99.92

Model

V. CONCLUSION

Using the MobileViT architecture and transfer learning,
this work presents a robust intrusion detection system that
offers an advanced approach to secure resource-constrained
IoT and edge environments. The model outperformed several
existing methods with an accuracy of 99.97% when evaluated
on the Edge-lloTset dataset. Using MobileViT's hybrid
capabilities, the system effectively detected a wide spectrum
of IoT intrusions with excellent accuracy, recall, and F1
scores. Furthermore, the proposed method demonstrates its
competitive advantage in edge scenarios by significantly



reducing training time and resource consumption. Although
the use of hybrid vision transformers in cybersecurity has
advanced significantly as a result of this study, there are a
number of possible avenues for further investigation that
might build on these encouraging results. Increasing the
resilience of the proposed approach against different kinds of
threats, such as adversarial attacks and more sophisticated
threats, is one potential direction. The suggested model must
also be updated and retrained using the most recent real-world
datasets in order to retain its efficacy, considering the dynamic
nature of cyberthreats.
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